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1 Introduction

1.1 About portable media device threats

The key advantage of removable media devices (or portable devices)
is easy access. In theory, this may be of great advantage for
organizations. However, it is a well-reported fact that access and
security are at opposite ends of the security continuum.

Developments in removable media technology are escalating. The
newer versions of portable devices, such as flash memory, have been
increasing in capacity and performance making them:

9 Easy and fast to install.

9 Capable of storing huge amounts of data.

1 Physically small enough to carry in a pocket.

As a result, internal users may deliberately or accidentally:

1 Remove sensitive data or expose confidential information.

1 Introduce malicious code (e.g. viruses, Trojans) which can bring
the entire corporate network down.

1 Transfer inappropriate or offensive material on to corporate
hardware.

1 Make personal copies of company information and intellectual
property.

9 Connect portable devices to corporate hardware and as a
conseqguence get distracted during work hours.

In an attempt to control these threats organizations have started to
prohibit the use of (personally-owned) portable devices at work.
However, best practice dictates that you must never rely on voluntary
compliance! The best way to ensure complete control over portable
devices is by putting technological barriers.

1.2 Introduction to GFI EndPointSecurity

GFI EndPointSecurity is the security solution that helps you maintain
data integrity by preventing unauthorized access and transfer of
content to and from the following portable media devices:

USB Ports (e.g. Flash and Memory Card Readers, Pen Drives)
FireWire Ports (e.g. digital cameras, FireWire card readers)
Wireless data connections (e.g. Bluetooth dongles, Infrared)
Floppy disk drives (internal and external)

= =4 4 —a =

Optical drives such as CD, DVD and MO (magneto optical) drives
(internal and external)

T Removable USB hard-disk drives
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1 Other drives such as Zip Drives and tape drives (internal and
external).

Through its technology, GFI EndPointSecurity enables you to allow or
deny access to a device as well
or O0read onlyd privileges

1 Over every supported device (e.g. CD/DVD drives, PDAS).
1 To any local or Active Directory user/user group.

With GFI EndPointSecurity you can also record the activity of all
portable devices being used on your target computers (including the
date/time of usage and by whom the devices were used).

1.3 Supported device classes

In GFI EndPointSecurity portable device classes are organized into
the following categories:

- Floppy disk
2 CD/DVD ROM
1 CDR/W ROM
1 DVD R/W ROM
= Storage Devices
i USB Pen drives
Digital Media Players (e.g. MP3, iPod, Creative Zen)

1
1 Flash and Memory Card Readers
1

Multi-drive USB devices - devices tha t donot mount

drive (spoofing)

9 Other portable storage devices
‘2 Printers
g PDAs

9 Pocket PCs

1 RIM BlackBerry Devices

I Smart phones
E® Network Adapters

1 WiFi

1 Bluetooth dongles/connections

1 Infrared dongles/connections
== Modems

1 Smart phones

1 Mobile phones
¥ Imaging Devices

1 Digital Cameras

1 Webcams

Y Scanners

~ Human Interface Devices
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1 Keyboards
1 Mice
1 Game controllers
&2 Other Devices
1 Bluetooth dongles/ports
Infrared dongles/ports
MO (magneto optical) drives (internal and external)
Zip drives

= =4 =4

Tape drives.

1.4 Supported device connectivity ports

GFI EndPointSecurity scans for devices which are or have been
connected on the following ports:

USB

Firewire
PCMCIA
Bluetooth
Secure Digital
Serial & Parallel
Infrared

= =4 =4 -4 4 -4 - -

Internal (e.g. optical drives, floppy drives).

1.5 Key features

Group-based protection control

In GFI EndPointSecurity you can configure and place computers into
groups which are governed by one protection policy. This allows you
to configure a single protection policy and apply it to all the computers
that are a member of that group.

Granular access control
GFI EndPointSecurity enables you to allow or deny access to a

specific device as wel/l as to assign (wh
onlydéd privileges over every supported dev
user basis.

Scheduled deployment

When the administrator effects any policy or configuration changes
through the GFI EndPointSecurity management console, it is possible
to close the management console and allow the agent deployment to
take place automatically on a schedule. The deployment is handled by
the GFI EndPointSecurity service which will also handle failed
deployments through rescheduling.

Access control

Apart from blocking a range of device classes, GFI EndPointSecurity
also allows blocking:
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1 By file type - For example, allow the user to read *.doc files but
block access to all *.exe files.

1 By physical port - All devices connected to a particular physical
port including USB, Firewire, Bluetooth, Infrared, WiFi, PCMCIA,
Parallel, Serial, S-ATA & SD.

1 By device ID - Set permission for a single device based on the
unique device Hardware ID.

NOTE: In Microsoft Windows 7, a feature called BitLocker To Go
can be used to protect and encrypt data on removable devices, GFlI
EndPointSecurity performs checks on real file types encrypted with
BitLocker To GO. For more details, refer to Configure Security
Encryption section in this manual.

Device whitelist and blacklist

The administrator can define a list of specific devices which are
permanently allowed and others which are permanently banned.

Power users

The administrator can specify users or groups who would always have
full access to the devices protected by GFI EndPointSecurity.

Temporary access

The administrator is able to grant temporary access to a device (or
group of devices) on a particular computer. This new feature allows
the administrator to generate an unlock code that the end-user can
use to obtain a time-limited access to a particular device or port, even
when the GFI EndPointSecurity agent is not connected to the network.

Status dashboard

A revamped user interface now shows the agents live status, agent
deployment status, Database status, GFI EndPointSecurity service
status and statistical data with charts.

The main application keeps track of the live agent status by
communicating with its deployed agents. Maintenance tasks are
performed automatically once an agent goes online.

Active Directory deployment through MSI

From the GFI EndPointSecurity management console it is possible to
generate a single MSI file that can be later deployed using the Active
Directory deployment tool or other deployment options. The MSI file
will contain all the security settings configured in a particular protection
policy.

Agent management password

Agent management functions (such as update & un-install) are
protected by a user-configurable password. This means that any other
GF I EndPoint Security i nstances
management options.

Device discovery

The GFI EndPointSecurity engine can be used to scan and detect the
presence of devices on the network. The information on detected
devices can then be used to build security policies and assign access
rights for specific devices.

Logs browser

wonot
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An in-built tool allows the administrator to browse user activity and
device usage that is detected by GFI EndPointSecurity and logged in
the backend database.

Alerting

Standard notifications can be sent when devices are connected/used,
or else when device access is blocked or allowed.

Custom messages

When users are blocked from using devices, they are shown custom
popup messages explaining the reasons why the device was blocked.

Database operations

Simple automated maintenance for the database backend such as the
option for deleting information older than X days.

1.6 Components of GFI EndPointSecurity

When you install GFI EndPointSecurity, the following components are
set up:

1 GFI EndPointSecurity agent
1 GFI EndPointSecurity management console application.

GFI EndPointSecurity agent

The GFI EndPointSecurity agent is a client-side service responsible
for the implementation/enforcement of the protection policies on the
target computer(s). This service is automatically installed on remote
network targets after GFI EndPointSecurity is configured. After
successive deployments (i.e. after changes have been made to the
initial protection policy) the agent will not be re-installed but just
updated.

NOTE: The GFI EndPointSecurity management console application
will keep track of which computers have an agent deployed and
whether any updates need to be deployed when you update your
configuration.

GFI EndPointSecurity management console
The GFI EndPointSecurity management console is the application
through which you can:

1 Create and configure the protection policy of every device
category and connectivity port supported by the product.

1 Remotely deploy protection policies on to your target computers
(i.e. deploy and/or update GFI EndPointSecurity agents).

1 Grant temporary access to client computers to use specific
devices.

1 View the device protection status of every computer that is being
monitored.

9 Carry out scans on target computers to identify devices currently
or previously connected.

1 Check logs and analyze what portable media devices have been
connected to every network computer.
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1.7 How GFI EndPointSecurity works - Deployment and
monitoring

GFI EndPointSecurity protection policy deployment and monitoring
operations can be divided in 4 logical stages:

Administrator uses
GFI EndPointSecurity
Management Console

GFI EndPointSecurity Management Console

o Default Protection Policy 6 Deployment
- Config Customize . No - Deploy
o computers to be Configure policy? 1 default policy
credentials
protected
l\fes

e (Customize Protection Palicy

Configure device Configure
Conﬁguusr:m:: = access connectivity port
permissicns usage permissions
Configure event - Deploy
Iogging and | customized policy

notifications

device blacklist device whitelist filters

i
0 Monitor device usage activity
Statistics view Device Scan
[ Reporis
Logs Browser Alerts

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
: Configure portable Configure portable Configure file-type
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Figure 1 - Protection policy deployment and monitoring

Stage 1 - Configure default protection policy: At this stage the
administrator specifies which computers are to be added to a
protection policy, and the log-on credentials to be used by GFI
EndPointSecurity to access the computers and deploy the agents.

Stage 2 - Customize default protection policy: The administrator
can customize a default protection policy before deploying it.
Customization options include the creation of power users, addition of
blacklisted/whitelisted devices and device access permissions.

Stage 3 - Deploy protection policy: At this stage the administrator
deploys the default/customized protection policy, by installing agents
on target machines. Subsequent protection policy customizations only
require updates to be sent to the agents.

Stage 4 - Monitor device access: When agents have been deployed,
the administrator can monitor all device access attempts, via
management console views, alerts and GFI EndPointSecurity
ReportPack reports.

10 Y Introduction GFI EndPointSecurity



1.8 How GFI EndPointSecurity works - Device access

GFI EndPointSecurity device access operations can be divided in 3
logical stages:

attaches
device

Device usage
allowed

Flash

memory devices

Imaging Devices . — Printers

Figure 2 - Device access
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Stage 1 - Device attached to computer: At this stage the user
attaches a portable media device to a computer protected by GFI
EndPointSecurity.

Stage 2 - Protection policy enforcement: At this stage the GFI
EndPointSecurity agent installed on the computer detects the attached
device and goes through the protection policy rules applicable to the
computer/user. This operation determines whether the device can be
accessed, and the level of access allowed.

Stage 3 - Device usage allowed/blocked: At this stage the user
either receives an error message indicating that device usage has
been blocked, or else is allowed to access the device.

1.9 How GFI EndPointSecurity works - Temporary access

GFI EndPointSecurity temporary access operations can be divided in
2 logical stages:

|
lock
L_...m ork code I o Generate e |
| lemparary accass Input unlock code |
| request code |
Liser requests ________________I
temparary device access

@ [GF EndFoiniSecurity Management Console |
I |
| |
Input lemporary Specily device |

| access request categary and
I code connectivity port |
e —— - |
request code | |
Administ t I I
Mministrator grants Spacify tima Ganerate unlock |

temparary access | restriction code

I |
I I

— o D m—— — —

Figure 3 -Requesting/granting temporary access

Stage 1 - User requests temporary access: At this stage the user
executes the GFI EndPointSecurity Temporary Access tool from the
computer on which the portable media device is to be accessed. The
tool is used to generate a request code, which the user communicates
with the administrator. The user also needs to inform the administrator
on the device type to be accessed, and for how long will device
access be required.

Stage 2 - Administrator grants temporary access: At this stage the
administrator uses the GF|I EndPointSecurity Temporary Access
feature to enter the request code, specify devices/ports and time
restrictions. An unlock code is generated which the administrator then
communicates with the user.
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2 Installing GFI EndPointSecurity

2.1 Introduction
This chapter provides you with the following information:
1 The system requirements for installing GFI EndPointSecurity

1 How to upgrade from GFI LANguard Portable Storage Control and
GFI EndPointSecurity 3

1 How to install GFI EndPointSecurity

2.2 System requirements

The following are the system requirements for GFI EndPointSecurity:

2.2.1 Hardware requirements

1 Processor: 2GHz processor clock speed

T RAM: 512 MB (minimum); 1 GB (recommended)
1 Hard Disk: 100 MB of available space

2.2.2 Supported operating systems

GFI EndPointSecurity can be installed on the following operating
systems (x64 or x86):

Microsoft Windows 2000 (Service Pack 4)

Microsoft Windows XP Professional

Microsoft Windows Vista (Enterprise, Business or Ultimate edition)
Microsoft Windows 7

Microsoft Windows 2003 Server

Microsoft Small Business Server 2003

=4 =4 4 -4 4 —a A

Microsoft Windows 2008 Server (Standard or Enterprise
edition)(SR1 - SR2)

I Microsoft Small Business Server 2008

2.2.3 Other required components

1 Internet Explorer 5.5 or later

1 .NET Framework version 2.0

9 Database Backend: SQL Server 2000, 2005, 2008

1 Port: TCP port 1116 (default)

NOTE: The firewall has to be configured to allow connections between
the GFI EndPointSecurity machine and computers running the GFI
EndPointSecurity Agent.
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NOTE: GFI EndPointSecurity can only be installed and launched
when using administrative privileges.

2.2.4 GFIl EndPointSecurity agent - hardware requirements
1 Processor: 1GHz processor clock speed

1 RAM: 256 MB (minimum); 512 MB (recommended)

9 Hard Disk: 50 MB of available space

2.2.5 GFI EndPointSecurity agent - Supported operating
systems

GFI EndPointSecurity agent can be installed on the following
operating systems (x64 or x86):

Microsoft Windows 2000 (Service Pack 4)

Microsoft Windows XP Professional

Microsoft Windows Vista (Enterprise, Business or Ultimate edition)
Microsoft Windows 7

Microsoft Windows 2003 Server

Microsoft Windows 2008 Server (Standard or Enterprise Editions)

=A =4 =4 -4 4 -9

2.3 Installation procedure

To install GFI EndPointSecurity:
1. Double-click on endpointsecurity4.exe and click Next.
2. Select language, and click OK.

i5 GFI EndPointSecurity Setup

License Agreement
Y'ou muzt agree with the licenze agreement below to proceed.

GFI END USER LICENSE AGREEMENT »
IMPORTANT - READ CAREFULLY

This End-User License Agreement ('ELULA" is a legal agreement hetween you and
GFl SOFTWARE for this GFI SOFTWARE product, which includes computer software
and may include associated media, printed materials, and "anling” ar electranic
documentation {"Product. An amendment or addendurm to this EULA may
accompany the Prodoct or future releases ofthe Product. YOU AGREE TO BE BOUND
BY THE TERMS OF THIS EULA BY INSTALLING, COPYING, OR. OTHERWISE USING
THE PRODUCT. IF YOU DO HOT AGREE, DO HOT INSTALL OR USE THE PRODUCT.

1. LICEHSE GRAHT: GFl SOFTWARE grants you the following rights provided that you
comply with all terms and conditions of thiz EULA. Depending upon the Unit utilized to

nnnnn i bl mamlimm bl mmmme fmmm bm b ol b s fme Dimm mf s Flemclimd s limmemee s

b

()| accept the license agreement
()| do not accept the license agreement

< Back " Meut = ] [ Cancel

Screenshot 1 - GFI EndPointSecurity licensing agreement

2. Read the licensing agreement carefully. To proceed with the
installation, select the | accept the terms in the license agreement
option and click Next.

14 Y Installing GFI EndPointSecurity GFI EndPointSecurity



i% GFI EndPointSecurity Setup

Usger Account Information
Fleaze enter requested data

The GFl EndPaintS ecunty Service listens for impartant events generated by pratection agents
and logs them to a central database. [t iz recommended to run the zervice under a domain
adminiztrator account,

Set up the GFl EndPointSecurity Service o run under

Account: |M.-'-‘«STEHDDM.-’-‘«IN'xadministratur

EEARRREHEEE

Pazsword:

RN EMNNIEN

LConfirm Pazsword:

MOTE: Specify the uger name in the format “0OAIMNYadminiztrator,

¢ Back " Mewt = ] [ Cancel

Screenshot 2 - GFI EndPointSecurity domain administrator account setup

3. Specify the domain administrator account under which to run the
GFI EndPointSecurity Logger service. Click Next to continue.

% GFI EndPointSecurity Setup E||E|E|

License Key
Enter the following infarmation to perzonalize your installation

Pleaze enter your name, company and license key. [f vou do nat have a license key you can
uze GFl EndPaointSecurity az an evaluation vergsion for the first 10 days.

Full Name: |fl'u:1minG FI

LCompary: |m_l.JEnmpan_|,l

Licenze Kew EVALLATION

¢ Back " Mt = ] [ Cancel

Screenshot 3 - GFI EndPointSecurity License key details

4. Specify the user name, organization and license key details. If you
will be evaluating the product for 10 days, leave the default evaluation
key as nBv a QM toikoatimue.

5. Specify an alternative installation path or click Next to use the
default path and proceed with the installation.
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6. Click Back to re-enter installation information. Click Next to finalize
the installation.

2.4 Upgrading from earlier versions

If you have GFI LANguard Portable Storage Control, or an earlier
version GFI EndPointSecurity, it is possible to upgrade to GFI
EndPointSecurity 4.2.

2.4.1 Upgrading from GFI EndPointSecurity 3

Upgrading from GFI EndPointSecurity 3 to GFI EndPointSecurity 4 is
straightforward. The upgrade process is part of the GFlI
EndPointSecurity 4.2 installation process, and includes:

1 Uninstalling GFI EndPointSecurity 3
1 Importing GFI EndPointSecurity 3 configuration settings.
Importing GFI EndPointSecurity 3 configuration settings

When installing GFI EndPointSecurity, you are asked to confirm
whether you want to import configurations from the previous version.
Click Yes to import configurations. You are then prompted to specify
which of the following configurations to import:

i Protection Policies:
o Computer
0 Security settings
I Options:
0 Logging options
o Database options

2.4.2 Upgrading from GFI LANguard Portable Storage
Control

If the computer on which you are installing GFI EndPointSecurity is
protected by a GFI LANguard Portable Storage Control agent, you first
need to uninstall that agent. To do this:

1. Open GFI LANguard Portable Storage Control configuration
console.

2. Delete the agent from the computer where GFI EndPointSecurity
will be installed.

NOTE: This process should be done only for the computer where GFI
EndPointSecurity 4 will be installed.

3. Close the GFI LANguard Portable Storage Control configuration
console application and proceed to installing GFI EndPointSecurity.

4. When installing GFI EndPointSecurity, you are asked to confirm
whether you want to import configurations from the previous version.
Click Yes to import configurations.

NOTE: The GFI LANguard Portable Storage Control agents that were
protecting your computers will be automatically added to a protection
policy called LegacyAgents in GFI EndPointSecurity.
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3 Getting started

3.1 Launching GFI EndPointSecurity

All configuration settings for GFI EndPointSecurity are carried out from
the GFI EndPointSecurity management console. To open the
management console click on: Start 3 All Programs 3 GFl
EndPointSecurity 4.2 3 GFI EndPointSecurity 4.2.

3.2 Using the Quick Start Dialog

Component Configuration Quick Start E‘

Component Configuration Quick Start GFIEndPointSecurit
Fallow these steps to get GFI EndPointSecurity up and running y

Component Status

Configure Users Groups [Dptional) Q:Q Mot Configured

Create local/domain users groups for easier managerment, Click here to canfiqure,
Tell me more.

Configure Backend Database [Optional] Q Mot Configured

Specify the Microsoft SOL Server where logged events and statistics will be saved. Click here to configure.
Tell me moie.

Configure Alerting Options [Dptional) &8 Mot Configured

Specify servers through which alerts will be sent [e.0. mail servers) Click here to configure
Tell me more.

Specify the contact details of the person to be alerted on impartant events. &3 Mot Configured
Tell me mote. Click here to configure

Configure Protection Policies

rre et

Click the Start button to specify the computers that should be pratected.
Tell me more:

Show this dialog the nest time GFI EndPaintSecurity is startted

Screenshot 4 - GFI EndPointSecurity Quick Start Dialog

The first time that the management
Start Dialogdb  wi | | open up by default. Th
configuration of core operational parameters which GFl
EndPointSecurity requires at first startup.

Parameters to be configured at startup are:

o Local/domain users groups:

Creates domain users groups for device categories and connectivity
ports, for easier management.

@ Database backend:

Required parameters include SQL Server name/IP and details of the
database backend to use for event archiving.

e Alerting options:

Required parameters include SMTP server details and SMS
gateway/service provider for email/sms alerts.

GFl EndPointSecurity Getting started 17
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o GFI EndPointSecurity administrator account details:

Required parameters include the email address, mobile-phone
number and the name/IP of computers where alerts will be sent.

e Protection Policies:

Required parameters include computers to add to the policy, and log-
on credentials.

The Quick Start Dialog includes links which will take you directly to the
configuration dialogs from where you can directly configure these core
operational parameters.

3.3 Configuring local/domain users groups

Configure Users Groups (Optional) .@. Mot Configured
Create local/domain users groups for easier management . Click here to update. .
Tell me more...

Screenshot 5 - Quick Start Dialog: Link to Users Groups

To create local/domain users groups for device categories and
connectivity ports, click on the link provided in the Quick Start Dialog.

This will launcht he 6 Confi gure Users Groupsb©o

Configure Users Groups EJ

GFiEndPointSecurity

% Create local users groups for the following device categores and connectivity ports:
== Floppry Disks § USB
2D / DVD @ Firewire
o Storage Devices L ? PCMCIA
= Printers €3 Blustocth
PDA Devices "7 Serial & Parallel
'-_-'.“ MNetwork Adapters _5_ Irfrared
- Modems ! Secure Digital (SD)
(& Imaging Devices ﬂlntemal
%@ Human Interface Devices
E30ther Devices

Create ] [ Cancel

Screenshot 6 - Configure Users Groups dialog

1. Select the users groups to create for device categories and
connectivity ports

2. Click Create to create the groups.

NOTE: You can now manage device/port access permissions for
specific users by making them members of one or more of the groups
you have created.

18 § Getting started
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3.4 Configuring the database backend

Configure Backend Databaze [Optional) g:} Mot Corfigured
Specify the Microsoft SOL Server where logged events and statistics will be saved. Click here to update. .
Tell me more...

Screenshot 7 - Quick Start Dialog: Link to database backend settings

To configure the database backend settings for the first time, click on
the link provided in the Quick Start Dialog. This will launch the
6Dat abase Optionsd dialog.

For information on configuring the database backend, refer to the
Configuring backend database section in the Changing GFlI
EndPointSecurity default settings chapter.

3.5 Configuring the alerting options

Configure Alerting Options (Optional) Q;,' Mot Configured
Specify servers through which alerts will be sert (=.g. mail servers) Elick here to configure servers
Tell me more....

Screenshot 8 - Quick Start Dialog: Link to alerting options

To configure the alerting options settings for the first time, click on the
Click here to configure servers link provided in the Quick Start
Dialog. This will launcht h AlertigOpt i onsé di al og.

For information on configuring the alerting options, refer to the
Configuring _alerting options section in the Changing GFl
EndPointSecurity default settings chapter.

3.6 Configuring GFI EndPointSecurity administrator account

Specify the contact details of the person to be alerted on important events. Q_:! Mot Configured
Tell me more... Click here bo configuie contact details

Screenshot 9 - Quick Start Dialog: Link to administrator account settings

To configure the database backend settings for the first time, click on

the Click here to configure contact details link provided in the

Quick Start Dialog. This will launcht he &6 EndPoi nt SecurityAdmi:
Propertiesd dialog.

For information on configuring the administrator account, refer to the
6Confi guGHIngEndhRoi nt Security administratol
in the Changing GFI EndPointSecurity default settings chapter.

3.7 Configuring default protection policies
Configure Protection Policies
Click the Start button to specify the computers that should be protected.
Tell me more...

Screenshot 10 - Quick Start Dialog: Start button for configuring protection policies
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To configure and deploy the default protection policies for the first
time, click on the Start button provided in the Quick Start Dialog.

For information on configuring the default protection policies, refer to
the Getting started: Deploying the default protection policy chapter.

3.8 Navigating the GFI EndPointSecurity management console

GFI EndPointSecurity 4.2

l File  Configure  Help
Status Activity Configuration Tools Reporting General I

. Protection Policies [7] Options I

Protection Policies: E' Compute rs

=Bl Servers
‘f Computers Add the computars you want to protect with this protection policy.
e Security

= 1] Workstations
£ Computers
e Security

=] Laptops
l; Eompgters
& Security

Computer Mame Up-to-Date Last Update
(B <PCLIENTOS Yes 9/10/2003 9:24:17 &M
EPCLIENTO4 Yes 9/10/2003 3:24:17 &M

Common tasks:
e—. Create new protection policy...
Add computer(s)...

Actions:

Deploy selected agentz]...
Schedule deployment for selected agent(s)...

Delete computer(s)
Move to another policy...
©) Help:

Confiquring and using Protection Policies

Screenshot 11 - The GFI EndPointSecurity management console

o Status tab - Use this tab to view the status of GFI EndPointSecurity and
statistical information on device access.

Activity tab - Use this tab to monitor devices used on the network.

Configuration tab - Use this tab to access and configure the default
protection policies.

Tools tab - Use this tab to perform device scans on network computers.

Reporting tab - Use this tab to view information regarding the GFI
EndPointSecurity Report Pack.

General tab - Use this tab to check for product updates, as well as view
version and licensing details.

@ Protection policies - Use this option to configure protection policies
including which computers to add and the device security to enforce.

Options - Use this option to configure general settings such as default
alerting parameters, and database backend parameters.

Left pane - Use this pane to navigate through the additional configuration
options provided in GFI EndPointSecurity.

o0

Right pane - Use this pane to configure the selected options.
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4 Getting started: Deploying the
default protection policy

4.1 Introduction

GFI EndPointSecurity ships with three default protection policies
which you can immediately deploy on target computers after
installation:

1 Servers protection policy

1 Workstations protection policy

1 Laptops protection policy.

Default protection policies block access to all devices on all
connectivity ports. To deploy a default policy you need to specify:

1 The computers to which the policy will be deployed

1 Logon credentials with which to deploy the policy.

GFI EndPointSecurity also allows you to customize the default
protection policies and to create new protection policies. For
information on how to do this, refer to the Customizing the default
protection policy chapter.

4.2 Preparing for protection policy deployment

To access the default protection policies:

1. Click on the Configuration tab

2. Click Protection Policies

3. From the left pane, select the protection policy to deploy.

4.2.1 Configuring computers to be protected

To add computers to the selected protection policy:

1. From the right pane, click Add computers to this policy in the
Computers section
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X)

Add Computeris]

Select the computers you want to add to this protection policy n
g

Compuker name ar IP

Computer Mame
T THEPTESTYML ;
1M W INKPTESTYMZ : Selsct. ..
< Back Einish l [ Cancel

Screenshot 12 - Select computers to add to policy

2. Specify the name/IP of the computer to add and click Add. Repeat
until you have specified all computers to add to this protection policy.

NOTE: To select your targets from a list, click Select to launch the
6Sel ect Computer 6 dial ®cgarch terdisdthe t hi s di al
computers within a specified domain.

NOTE: To select computers from within the domain where the GFI
EndPointSecurity management console resides, click From Domain.

Look in: |lf3 EndPaintSecurity 4.0 v| €] S il

(L Agent

\ ([C1Data

My Recent [5)Debuglogs
Documents (CiHelp

@.

)

ol
‘; i

Z@'

(=}

-

ty Documents

@

My Computer
‘g File name: |List.txt v | [ Open l
My Metwark | Files of type: | Teut Files [".kat) w | ’ Cancel l

Screenshot 13 - Import computers to add to policy
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NOTE: To import the list of computers from a text file click Import.
3. Click Finish to finalize your settings.

4.2.2 Configuring credentials

GFI EndPointSecurity requires to physically log on to the target
computer(s) in order to:

1 Deploy agents and protection policy updates.
1 Keep track of the protection status of all target computers.

This requires that the product is run under an account which has
administrative privileges over your network targets (e.g., domain
administrator account).

NOTE: By default, GFI EndPointSecurity is configured to use the
security context under which it is running.

To specify credentials other than those for the current security context:

Logon Credentials

Logon Credertials |

l;. Specify the credentials which will be used to logon to computers
) contained within this protection policy

() Use the security context under which the GFl EndPaint Security
application is nunning

{#) lse the logon credentials specified below:

ser Name:
|.J|:|hr| Doe |

FPassword:

ok || cance |[ Mooy |

Screenshot 14 - Set log-on credentials

1. From the right pane, click Set Log-on Credentials in the
Computers section.

2. Specify the login name and password which will be used to log-on
to the target computer(s).

3. Click OK to finalize your settings.
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4.3 Deploying a default protection policy

After having added computers to a protection policy and specified log-
on credentials, the policy can now be deployed to the target
computers. You can either deploy the policy immediately, or else
schedule the deployment.

NOTE: When a policy is being deployed for the first time to a target
computer, GFI EndPointSecurity will also automatically install an
agent on that computer. This agent will process all read/write requests
made to portable devices, using the deployed protection policy as
reference. This also applies to computers where agents have
previously been un-installed.

4.3.1 Deploy immediately

To immediately deploy a protection policy on to selected targets:
1. Click on the Configuration tab

2. Click Protection Policies

BB GFI EndPointSecurity 4.2 FEX

File  Configure  Help

Skatus Ackiviky Configuration Tools Reporting General

£ Protection Policies  [7] Options

The protection policy updates are not yet applied on all computers. Click here

Protection Policies: =% to deploy the protection policy updates. [CTRL+D
=1-2] Servers -
£ Computers A« Computers
T Security -
= :NJ wiorkstations Add the computers you want bo protect with this protection policy.
v W | Cormputer N ame: Up-to-L ate Lazt Update
v S Secu Add computer(s)... 4| 5PCLIENT 0 Mo[Pendinga.. Mo protection
=12 Laptops YR
=f 2009 3:24:17 Ak
'.- Deployment » Deploy agentis),..
g Eomp_| | Rt 2009 3:24:17 AM
e, Security Schedule deployvment for agent(s)...

Common tasks:

Creates new protection policy...
Add computer(z]...

Actions:

Deploy selected agent(z)..
Schedule deployment for zelected agentz)...

Delete computer(z)
tove to anather policy...
@) Help:

Confiquring and uzing Protection Policies

3 Computeris)

Screenshot 15 - Deploy agents

3. From the left pane, right-click on the protection policy to deploy and
select Deployment 3 Deploy agent(s).

NOTE: You can also use the keyboard shortcut CTRL + D to perform
this step.

4 . From the 6Select computers for deploym
computers to which to deploy the policy.

NOTE: The target computers listed are those which you have added
to the protection policy.
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NOTE: By default all computers are selected.
5. Click OK to commence deployment.

GF | EndPointSecurity 4.2
File  Configure  Help
Status Activity Configuration Toals Reporting General
B General S Agents 58 Deployment B8 Statistics
ol Deployment Status
—
Monitor the progress of cunent protection agent deployments. 'ou can also check which deployments are scheduled and go through the deployment history lag.
~
Current Deployments & Cueued Deployments &
Computer Progiess  Type Computer Type
s -
Ue/PCLIENTOE 20% Installation There are no items to show in this view,
< >
Scheduled Deployments £
Computer Deploy on Type
There are no items to show in this view.
< > £ ¥
Deployment History F3
Date/Time Computer Type Meszages -~
1:9410/200910:14:408M  XPCLIENTOE Installation Checking if the computer iz online...
19/0/200910:14:16 8 HPCLIENTOE Installation Checking if the computer i onling...
194102009 9:24:17 &M ¥PCLIENTOS Installation The deployment was completed.
1.9/10/2009 3:24:17 A6 ¥PCLIENTO4 Installation The deployment was completed.
i9/10/2009 9 9 4k FPCLIEMTOS Installation Inistalling the: orobection agent ™

Screenshot 16 - Deployment status view

NOTE: GFI EndPointSecurity automatically changes to the
6Depl oyment Statusé view in the
view deployment progress.

4.3.2 Schedule the deployment

To schedule deployment of a protection policy on to selected targets:
1. Click on the Configuration tab

2. Click Protection Policies

3. From the left pane, right-click on the protection policy to deploy and
select Deployment 3 Schedule deployment for agent(s)

managemen

4 . From the 6Sel elcaymemtpdutacirasl do,r

computers to which to deploy the policy.

GFl EndPointSecurity

delpect
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Schedule deployment E|

[‘1} Schedule the deployment ta start at the following date and
L tirme:

Drate: Thursday |, September 10, 2009+
Time: 10:16:55 &AM =
ak, Cancel

Screenshot 17 - Scheduled deployment setup

5. Specify the date and time when to start deployment.

NOTE: A scheduled deployment will go ahead even if the GFI
EndPointSecurity management console application is not running.

4.4 Deploying a default protection policy through Active Directory

You can create a Windows installer package (MSI file) which you can
then deploy through Active Directory Group Policies across clients in
your domain.

To create the Windows installer package:
1. Click on the Configuration tab
2. Click Protection Policies

3. From the left pane, select the protection policy to deploy through
Active Directory

4. From the right pane, click Deploy through Active Directory in the
Computers section

5. Specify the MSI file name and click Save.

For information on how to use Active Directory Group Policies to
depl oy softwar e, refer to OHow to use Groc
software in Windows Server 200306 at

http://support.microsoft.com/kb/816102.
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4.5 Verifying protection policy deployment status

4.5.1 Deployment history

Deplayment Histary

O ate/Time
E 9/9/2009 12:48:28 P|

b

4

194872 :
i9/9/2009 12:48:28 PM
i9/9/2003 12:48:28 P
i9/3/2003 12:48:28 P
i9/9/2009 12:48:28 PM

Screenshot 18 - Deployment history

Cormputer
192.168.5.4

192.168.5.4
19216854
19216855
132168.55
192.168.5.4

»r

Type Messages
Update Copying updates...
Update Freparing the updates

Inztallation  Updating protection agent configuration. ..
Inztallation  The GFI EndPaintSecurity protection agent is already installed.
Inztallation  Preparing files...

Installation  Collecting information...

Installation  Collecting informatior...

The policy deployment process generates an audit trail for each stage
in the process. You can viewtheaudi t tr ai l through

Use the information displayed to determine whether deployment for
each target computer completed successfully, or whether errors were

encountered.

To view deployment history:
1. Click on the Status tab
2. Click Deployment.

4.5.2 Agents status

Agents' Skatus

Computer Protectio...

Up-to-date

(BHPCLIEMTO4 “wWaorkstations  Yes
(BHPCLIEMTOS “wWaorkstations  es
P/ #PCLIENTOE Waorkstations Mo [Pending agent deplopment] N/

Screenshot 19 - Agents status view

»

Status

Offline [Last message received at: 9/10/2003 3:24:17 AM)
Offline [Last message received at: 9/10/2003 3:24:17 AM)

Use t he SG@Aagearstbs vi ew to determine t
operations performed on your network targets. For each target
computer, information displayed shows whether:

1 Deployment is up-to-date

1 Deployment has been scheduled

1 The target computer is online.

NOTE: If a policy deployment to a target computer is unsuccessful,
another attempt at deployment is automatically scheduled for an hour

later.

NOTE: Each agent sends its online status to the main GFI
EndPointSecurity installation at regular intervals. If this data is not
received by the main installation, the agent is considered to be offline.

To Vview

1. Click on the Status tab

2. Click Agents.

agentsd status:

GFl EndPointSecurity
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4.6 Removing acomputer protection policy

Removing a protection policy requires uninstalling the agent from a
selected target computer, or removing the computer without
uninstalling the agent.

To remove a protection policy from a selected computer:
1. Click on the Configuration tab.

[E1 GFl| EndPointSecurity 4.2

File  Configure  Help
Skatus Ackivity Configuration Tools Reporting General

't;] Protection Policies Options

The protection policy updates are not pet applied on all computers. Click here

Protection Policies: £2%  to deploy the protection policy updates. [CTRL+D]
=-2;] Servers -
¥ Computers A Computers
S Secuity -
= th wiork stations Add the computers you want to protect with this protection palicy.
l: Computers Cornputer Mame Up-to-Date Last Upd
. T Security 1P =PCLIENTO4 Ma [Pending agent deplayment] Mo pratection
-l prtops 1F=PCLIEMTOS Mo [Pending agent deployment] Mo protection
L EUmDHtETS 0L =X et G 1] Mo protection
e Secuity Add computeri(s). .. ] Mo protection
Deployment >

Common tagks: Move to another policy...

Create new protection policy. . Delete computar(s) Del
Add computer(s]...

Delete computer(s) withouk uninskall

Actions:

Deploy selected agent(s]...
Schedule deployment for selected agentfs]...

Delete computer(s
owe bo another policy...

@) Help:

Configuring and uzing Protection Policies

4 Camputer(s)

Screenshot 20 - Deleting a selected computer

2. From the right pane, right-click on the target machine from which
you would like to remove the protection policy and select Delete
computer(s) or Delete computer(s) without uninstall.

NOTE: You can also use the Delete key on the keyboard to perform
this step.

GFl EndPointSecurity 4.2 X

\g) Are ywou sure you want o delete the selecked computeris)?

Yes | | Mo

Screenshot 21 - Confirm deletion of selected computer/s

28 | Getting started: Deploying the default protection policy GFI EndPointSecurity



3. Click Yes to proceed with the deletion of the selected computer
from the list (this step is required to uninstall the agent).

GFI EndPointSecurity 4.2

File  Configure  Help

Status Activity Configuration Toals Reparting General

't Protection Policies Options

Protection Policies:

=] Servers
L Computers

e Security
-] Workstations
u¥ Computers

e Secuity
=251 Laptops
& Compubers

B Secuity

Common tasks:

Add computer(s]...

Create new protection policy...

- The protection policy updates are not pet applied on all computers. Click here
— | == to deploy the protection policy updates. [CTRL+D]

K¢ Computers
aap

Add the computers vou want to pratect with this protection policy.

Up-to-Date

Computer Mame

1 Computer(s)

Screenshot 22 - Pending uninstall

4. From the left pane, clickonDe pl oy sel ect.ed agent (s) é

GFI EndPointSecurity 4.2
File  Configure  Help
Skatus Ackivity Configuration Taols Repoarting General
B General B Agents 8 Deployment B8 Statistics
ol Deployment Status
=
Monitor the progress of current protection agent deployments. You can also check which deployments are scheduled and go through the
deplapment history log.
~
Current Deployments -3 Gueued Deployments F-3
Computer Progress |~ Twpe Computer Tupe
”m .,
I <PLLIENTOS 5% Urrinstallation There are no items to show in this view.
< | >
Scheduled Deployments -3
Computer Deploy on Type
There are no items o show in this view.
¢ ' 3 | | >
Deplayment History &
Date/Time Computer Type Meszages A 1
19/10/200910:38:58 AM  XPCLIEM... Ureinstal..  Urvinstalling the protection agent... B
i90/200910:38:68 &M ¥PCLIEM...  Urvinstal..  Instaling the deplopment service...
19042009 10:35:58 &M ¥PCLIEN Urringtal . Copying the setup files
i9/10/2009 10:38:58 & XPCLIEN...  Urvinstal.. Preparing files... v

Screenshot 23 - Deployment status view
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NOTE: GFI EndPointSecurity automatically changes to the
6Depl oyment Statusdé view in the managemen
view the progress of the agent being uninstalled.
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5 Monitoring device usage activity

5.1 Introduction

GFI EndPointSecurity allows you to monitor device usage activity on
protected computers in close to real-time. You can do this through:

The Statistics view

Device Scans

The Logs Browser

The Activity monitoring tab

= =4 =4 4 =

GFI EndPointSecurity ReportPack reports

5.2 Using the Statistics view

Use the Statistics option to view the daily device activity trends and
statistics for a specific computer or for all network computers. The
information provided in this view is divided into dedicated sections.
More details on these sections are provided below.

GFI EndPaintSecurity 4.2 (=[]
File  Configure  Help
Status Activity Configuration Tools Reporting General

B General @ Agents & Deployment B9 Statistics

!. Statistics

Maritar the device usage agaregated for all computers or select individual computers from the: list below
Select a computer to view its statistics:

All Computers e

Protection Status

»

0 B Alloned
[ Blocked

130

- A

[ L\

12:00 AM 4:00 AM 8:00 AM 12:00FM 4.00PM 8:00 PM 1200 AM

Device Usage by Device Type ES Device Usage by Connectivity Part ES
Type Allowed Blocked ~ Type Allowed Blocked
l_;.._‘F\onpy Digks 1,602 262 g USE 1738 525
—wCD A DVD 1679 273 @ Firewirs 2z 3
w Storage Devices 1514 450 T3 PCMCIA 0 1}
= Printers il il €D Blustooth 511 72
[@] FDAs 1} 1} 15" Serial & Parallel 2 1}
8 Network Adapters 2% 3  Infrared 0 0
- Modems 8 1 a Secure Digital [5D) 0 1]
(&0 Imaging Devices 1] 1] “\__, Internal 3.083 461
2 Human Interface Devices o o 3
RS i e 5 ‘ 5

Screenshot 24 - Statistics view

To access the 6Statisticsod view:
1. Click on the Status tab.
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2. Click Statistics.

5.2.1 Protection status

Protection Status E

[ Allowed
[ Denied

Screenshot 25 - Protection status view

This section graphically represents device connection attempts which
were either allowed or denied, on a machine by machine basis as well
as on a network basis. A color scheme is used to differentiate
between allowed connections and denied connections

5.2.2 Device Usage by Device Type

Device Usage by Device Type a
Type Allowed Denied Taotal Count

.,_-._.‘.J Floppy Digks 189 any 1,046

e CD /A DVD 24 713 747

a otorage Devices 0 0 0

= Printers 1] 1] 1]

H PDAs 0 0 0

L Metwark Adapters 0 0 0

o= Modemns 0 0 0

L8 Imaging Devices 1] 1] 1]

@ Human Interface Devices n n n

=5 Other Devices 0 0 0

Screenshot 26 - Device Usage by Device Type

This section enumerates device connection attempts, which were
either allowed or denied, by device type. Information is provided for a
specific computer or for all network computers.
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5.2.3 Device Usage by Connectivity Port
Device Usage by Conneckivity Port

Tope Allaed Denied

¥ USE 0 0
& Firewire 0 0
" PCMCIA 0 0
& Blustooth 0 0
"= Serial & Parallel 0 0
i Infrared 0 0
B secue Digital (5D 0 0

1

= Intemnal 223 570

Screenshot 27 - Device Usage by Connectivity Port

b

Total Count
a
a
a
a
a
a
a
1

33

This section enumerates device connection attempts, which were
either allowed or denied, by connectivity port. Information is provided
for a specific computer or for all network computers.

5.3 Using the Device Scan

GFI EndPointSecurity 4.2

File  Configure  Help

Status Ackivity Configuration Tools Reeporting General

o= i
~ Device Scan

Scan Details:

I .,L Scan target:

Credentials: masterdomaintadrinistrator G

IENTO4, XPCLIENT 05, XPCLIENT O

Scan ports; <&l portss Computers:
Gean devices: <Al devicess Computer User Frotected Devices Devic
11 HPCLIENTOE Mid, Mo 0
[LaFe
1= <PCLIENTO4 Mt Ho 2
Common tasks: 1= XPCLIENTOS Mt Ho 2
Mews scan ..
Options.
Save soan results to file..
Load scan resulks from file. P S
i Devices list
Actions: ° - °
Device Name Device Description Connected Device
Add to devizes database =4 Floppy disk drive Yes Floppy
Deploy agentfs].. L3 Mst Virtual CD/ROM Yes 0 /D
@) Help:
Configuring and using Device Scan Taol & >

Screenshot 28 - GFI EndPointSecurity device scan

Use Device Scan to transparently and rapidly query organizational
network endpoints, locating and reporting all devices that are or have
been connected to the scan target. The application granularly
identifies endpoint devices connected on the target, both currently and
historically, and displays the detailed information on screen when the

scan is complete.
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NOTE: The scan target can be any computer on the network, even if it
is not included in a GFI EndPointSecurity protection policy.

NOTE: The device scan must be executed under an account which
has administrative privileges over the scan target.

To carry out a device scan:

1. Click on the Tools tab

2. Click Device Scan

3. In the right pane, specify the scan target

Options ... E|

Logon Credentials | Scan Device Categories | Scan Ports

l;. Specify the credentials that EndPaintScan will use to connect to
)y computers to be scanned

By default, EndPaint Scan performs the scan using the security contesd of
the cumenthly logged-on user. You may specify an atemate set of
credentials to access the computers to be scanned.

Logon using credentials below:

lser name: |J|:|hr| Doe |

Password: | ' |

oK || cancel |[ Mooy |

Screenshot 29 - Scan target Credentials

4, I n the | eft pane, click on the O6Creden
section. Specify the credentials that GFI EndPointSecurity will use to
connect to the scan target, and click OK.

NOTE: By default, GFI EndPointSecurity performs the scan using the
security context under which it is running (i.e. the credentials of the
currently logged on user).
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Options ...

| Logaon Credentials || Scan Device Categories | Scan Ports

‘:" Select which device connection ports should be included in the
w5630

Select the connection ports:

¥ USE

i Firewire

T PCMCIA

[#] € Bluetooth

] "7 Seral & Paralel

] “F Infrared

] B Secure Digital (SD)
v &S

Intemal

ok || cance || Appy |
Screenshot 30 - Scan target ports
5. I'n the | eft pane, click on the O6Scan g
section. Specify the device connectivity ports which will be included in

the scan.

NOTE: By default, GFlI EndPointSecurity scans all supported
connectivity ports.
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Screenshot 31 - Scan target device categories

6. In the | eft pane, click on the O0Scan d:
section. Specify the device categories which will be included in the

scan.

NOTE: By default, GFI EndPointSecurity scans all supported device

categories.

7. In the right pane, click Scan to start the process.

5.3.1 Scan results

Scan results are displayed in two sections:
T Computers

9 Devices list
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