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1 Introduction

1.1 About this manual

This user manual is a comprehensive guide aimed at assisting you in configuring and using
GFI EventsManager. The user manuhcontains the following chapters:

CHAPTER DESCRIPTION

Chapter 1 Introduction

An overview of this manual and how GFI EventsManager works.

Chapter 2 Getting Started
Describes how to install GFI EventsManager, including system requirements, pre -install
actions required and how to upgrade from previous versions.
Chapter 3 Installation
Shows how to configure GFI EventsManager for first time use, including how to
configure the database backend and how to process event logs for the first time.
Chapter 4 Event browsing

Explains how to use the built -in events browser to analyze events stored in the GFI
EventsManager database backend including:

»  Default event log queries and custom query builder
»  Event color-coding

»  Event finder tool .

Chapter 5 Reporting

Describes ow to enable the GFI EventsManager ReportPack to create reports that
further analyze the events stored in the GFI EventsManager database backend. In
addition describes how to configure a user to receive GFI EventsManager Daily Digest
email.

Chapter 6 Manage event sources

Shows how to add and customize event sources to be monitored .

Chapter 7 Using event processing rules

Explains how to use event processing rules.

Chapter 8 Manage rule-sets

Describes how to create, edit and delete event processing rules .

Chapter 9 Customizing alerts and actions

Shows how to set the alerts and actions that will be triggered on  particular events.

Chapter 10 Configuring users and groups
Explains how to configure alert recipient parameters including:
»  Personal details such as mobile phone number
»  Normal working hours

»  Type of alerts that will be sent to every recipient.

Chapter 11 Status monitoring

Describes how to analyze the status of GFlI EventsManager as well as view statistical
information and processed events.

GFIEventsManage Introduction | 1



CHAPTER

Chapter 12

Chapter 13

Chapter 14

Chapter 15

DESCRIPTION

Database Operations

Explains how to centralize events collected by other remote GFI EventsManager
instances and how to optimize database backend performance.

Miscellaneous

Describes miscelaneous options such aspermissions, command line operations and
licensing.

Troubleshooting

Explains what main sources of information are available to help administrators
troubleshoot product issues.

Glossary

Defines technical terms used within GFI EventsManager.

1.2 Conventions used in this manual

The following tabl
this manual:

e contains a description of the common terms and conventions used in

TERM DESCRIPTION

5
AN
3

Bold text

<Italic text>

For any technical

Additional information and references essential f or the operation of GFlI EventsManager.

Important notificati ons and cautions regarding potential issues that are commonly
encountered.

Step by step navigation instructions to access a function.
Indicate a control within the user interface, such as nodes, menus and buttons.

Replace text within angle brackets. Such as file paths and custom parameters.

terms and their definitions as used in this manual, refer to  Glossary

chapter in this manual .

1.3 About GFI

EventsManager

-

Keyless systems

Routers

Generates events

activity graphs

Automates and
centralizes event
management

Workstations

GFI EventsManager

Domain Controllers

Provides events
analysis and filtering
capabilities

Mail Servers

Web Servers )

Figure 1 - GFI EventsManager integrates into any existing IT infrastructure
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GFI EventsManager is a results oriented event log management solution which integrates
into any existing IT infrastructure, automating and simplifying the tasks involved in
network -wide events management.

Through the features supported by GFI EventsManager, you are able to:
» Automatically collect W3C, Syslog, SNMP Trapsand Windows event logs from network
devices and Windows/Linux/Unix based systems and manage them through one console.

» Archive collected events in a centralized SQL Server based database backend for future
analysis and forensic studies.

» Automatically transfer events from the database to external files.

»  Filter unwanted events and clas sify key events through the use of powerful default or
custom-built event processing rules .

» Automate alerting and remedial actions such as the execution of scripts and files on
key events.

» Monitor your network activity and th e status of your GFI EventsManager scanning
engine through a built -in graphical dashboard.

» Analyze events through a built -in events browser as well as export these events to CSV
files for further processing and report customization.

»  Simplify event forensics through specialized tools which include a built -in event query
builder, an event finder tool and an event color -coding tool.

» Increase event processing power through a high-performance event scanning engine.

» Generate, schedule as well as email event activity and trend reports through GFI
EventsManager ReportPack- the powerful reporting companion tool which ships by
default with GFI EventsManager.

» Monitor the op erational health status of your SQL Servers in real -time by processing the
activity logs/messages generated by day -to-day SQL Server operations.

» Monitor Oracle database servers. GFI EventsManager collects and process events
generated by Oracle Relational database management systems.

» Protect data contained in event logs so that confidential information can be encrypted
and viewed only by authorized personnel.

1.4 Key Features
Table 1 dKey features

DESCRIPTON
Extended event log support GFI EventsManager is able to process various event log types including

Windows Event Logs W3C logs Syslog and SNMP Trap messages. This allows
you to collect more data from the d ifferent hardware and software systems
that are most commonly available on a typical corporate network. For a
summary list of hardware and software systems that are supported by
GFIEventsManagerout of-the-box refer to:

http://kbase.gfi.com/showarticle.asp?id=KBID003302 .

Rule-based event log GFI EventsManager ships with a preconfigured set of event processing rule s

management that allow you to filter and classify events collected from a variety of
event-log sources. You can run these default rules without performing any
configuration or you can choose to customize these rules or create tailored
ones that suite your network infrastructure. For a list of event -log sources
that can be processed by GFI Events out-of-the-box refer to:

http://kbase.gfi.com/showarticle.asp?id=KBID002868 .

GFIEventsManage Introduction | 3
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FEATURE DESCRIPTON

Event log scanning profiles

Allow granular configuration
of rules

Translates cryptic Windows

events

Enhanced event scanning
engine

Automatic noise reduction

Enhanced real -time actions

Advanced event filtering
features

Event centralization

User access privileges
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GFI EventsManager enables you to organize event log scanning rules into
Scanning Profiles. In a scanning profile, you can configure the set of event
log monitoring rules that will be applied to a specific computer or group of
computers. The benefits of these profiles include:

»  The simplification product administration tasks by providing a
centralized way of tuning event processing rules

»  Allowing administrators to create different sets of event log  rules that
suit the roles of scanned event sources and the corporate network
environment. For example, you can setup a set of rules which apply
only to workstations in a particular department.

Administrators can creat e an event processing profile that is generic for all
computers and a number of separate profiles which complement the
generic profile by providing additional and more specialized event log rules
on a computer by computer basis.

One major drawback of Windows Event Logs is that they are not user
friendly - too cryptic for the user to understand. In fact this is one of the
main reasons why only few administrators really peer into Windows Event
Logs. GFI EventsManager overcomes this problem by translating event
descriptions into a way that is more users friendly and easier to understand.

GFI EventsManager includes an event scanning engine hat has been tuned
to effectively speed up event scanning for maximum performance. This
engine adopts a plug-in based concept that allows the plugging -in of
additional features/modules without having to perform physical changes to
the existing code - hence more stability without effecting scalability.

GFI EventsManager identifies and removes unwanted event data (such as
noise and background process generated events) providing you with only the
relevant, usable data. Hence facilitates event forensics by reducing the
amount of events to be analyzed.

GFI EventsManager can generate alerts or trigger actions such as script
execution when key events are detected. You can alert one or mo re people
in various ways including: email, network messages, and SMS notifications
sent through an email -to-SMS gateway or service. Actions can be configured
to trigger on event classification or by configuring specific condit ions in
event processing rules.

GFI EventsManager ships with a number of event filtering features
including:

»  Pre-configured event queries and a custom event query builder: The
pre-configured event queries allow you to sift event log data and
browse only the required events - without deleting any records from
your database backend. The built -in event query builder allows you to
create your own custom event queries.

»  Event color-coding capabilities: Through this feature you can
selectively color particular events in specific colors. This way during
log browsing you can easily identify important events thr ough their
color.

»  Event finder tool : With this tool you can quickly locate important
events by providing specific search criteria such as event type.

GFI EventsManager enables you to monitor and manage eventsgenerated by
Windows\Linux\Unix systems, network devices and software applications
through a single user console.

GFI EventsManager enables you to assign management console access
privileges on a user-by-user basis. This means that you can allow specific
users to access the GFI EventsManager console for eventbrowsing only and
at the same time allow other more privileged users to access and change
the GFI EventsManager configuration settings.

GFlEventsManage



FEATURE DESCRIPTON

SQL Server audit GFI EventsManager enables you to automatically monitor the operational
health status of your SQL Servers. This is achieved by processing in real-
time the activity logs/messages generated by day -to-day SQL Server
operations. SQL server activity that is monitored includes server startup,
login activity, backups, server -side traces and more. Additionally, GFI
EventsManager can also alert you via email, network or SMS notifications on
key events like server shutdown and consecutive failed logins.

Oracle Server audit GFI EventsManager enables you to automatically monitor the activity and
the operational health status of your Oracle Servers. Within GFI
EventsManager you can configure Oracle servers to log audit events. Oracle
audit events are stored in a spe cific table on the Oracle server. GFI
EventsManager collects and process these events. GFI EventsManager can
also alert you via email, network or SMS notifications when specific events

occur.
Database operations (WAN The Database Operationsmodule enables you to collect events data from
Connector) GFI EventsManager installations on multiple sites and locations across your

network into a central database. This add -on integrates and centralizes
events collected and processed and allows you to backup/restore events on
demand. Through Database Operationsyou can manage the size of the
database - without the need for manual intervention - not only through
centralization but by also being able to export events and back them up as
needed.

Management Information Base = Management Information Base (MIBs) contains definitions and device
infor mation that are provided by device manufacturers. GFI EventsManager
ships with MIB definitions for the following vendors: Cisco, 3Com, IBM, HP,
Check Point, Alcatel, Dell, Netgear, SonicWall, Juniper Networks, Arbor
Networks, Oracle, Symantec, Allied Teles is and others. GFI EventsManager
also allows you to edit the MIB tree.

Anonymization GFI EventsManager has builtin security features that help you encrypt your
data for legal compliance purposes. Anonymizing your data helps you hide
personal information from the Dashboard, Events Browser and exported
events. To view these events, a decryption password is required.
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1.5 How does GFI EventsManager work?
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Figure 2 - The GFI EventsManager operational stages

The operational functionality of GFI

below:

151

Stage 1: Event Collection

EventsManager is divided into two stagesdescribed

During the Event Collection stage, GFI EventsManager collects logs from specific event
sources. This is achieved through the use of two event collection engines: The Event
Retrieval Engine and the Event Receiving Engine .
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Table 2 d GFI EventsManager engines

DESCRIPTION
The Event Retrieval Engine The Event Retrieval Engine is used to collect Windows Event Logs and W3C

logs from networked event sources. During the Event Collection process
this engine will:

1. Log-on to the event source(s)

2. Collect events from the source (S)

3. Send collected events to the GFI EventsManager Server
4. Log-off from the event source(s).

The Event Retrieval Engine collects events at specific time intervals. The
event collection interval is configurable from the GFI EventsManager
management console

The SQL Server Listener The listener receives trace messages from the scanned Microsoft SQL
Server in real time. On receipt, EventsManager processes the message
immediately.

The Oracle Retrieval Engine The Oracle Retrieval Engine connects periodically to Oracle servers and

collects audits from a specific auditing table. Similar to the Microsoft
Windows Event Retrieval Engine, GFI EventsManager processes events
generated by the Oracle server.

Log Receiving Engine The Event Receiving Engine acts asa Syslog and an SNMP Trapserver; it
listens and collects Syslog and SNMP Trap events/messages sent by various
sources on the network. As opposed to the Event Retrieval Engine, the
Event Receiving Engine receives messages directly fromthe event source;
therefore it does not require to remotely log -on to the event sources for
event collection. Further to this, Syslog and SNMP Trap events/messages
are collected in real -time and therefore no collection time intervals need
to be configured .

By default, the Event Receiving Engine listens to Syslog messageson port
514 and to SNMP Trap messages on port 162. Both port settings are
however customizable via the GFI EventsManager management console.

15.2 Stage 2: Event Processing

During this stage, GFI EventsManager will run a set of Event Processing Rulesagainst
collected events. Event Processing rules are instructions that:

» Analyze the collected logs and classify processed events as Critical, High, Medium, Low
or Noise (unwanted or repeated events)

» Filter events that match specific conditions
» Trigger email, SMS and network alerts on key events

» Trigger remediation actions such as the execution of executable files or scripts on key
events

» Optionally archive collected events in the database backend .

GFI EventsManager can be configured to archive events without running Event Processing
rules. In such cases, even though no rules will be applied against collected logs, archiving
will still be handled by the Event Processing stage.

After processing the rules, GFI EventsManager can be configured to store the collected
events in a storage folder . The administrator can configure the path of the storage folder
and configure which events are stored. This function will minimize database growth, and
allows the administrator to store only important eventsint he database.

Some of the key modules in GFI EventsManager must run under administrative
privileges. For more information on these modules refer to:
http://kbase.gfi.com/showarticle.asp?id=KBID001122
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1.6 Navigating the GFI EventsManager management console
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Screenshot1 - The GFl EventsManagr management console
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Status option

Use this option to view the status of GFI EventsManager and statistical information on
processed logs.

Configuration option

Use this option to access and configure the main event processing options.

Events Browser

Use this option to browse the events stored in the GFI EventsManager database backend
Reporting

Use this option to access GFIl EventsManager reporting features, create new reports and
schedule reports to be generated.

General options

Use this option to check for product updates, as well as view version and licensing details.
Tab options

Use the Tab options to access and configure GFI EventsManager operational parameters.
Group Type

Use this drop-down to switch between event log source groups (i.e. Computer and
Database Servers Groups).

Left pane

Use this pane to navigate through the additional configuration options provided in GFI
EventsManager.

Right pane

Event browsing and parameter configurati on pane.
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2 Getting Started

2.1 Introduction

This chapter provides information about the type of different log formats supported by GFI
EventsManager For more information, refer to the sections below within this chapter:

» What is a computer log?

» What are Windows Event Log®

» What are W3C log®

» What are Syslogs?

» What are SNMP Trap8

» What are SQL Server auditlogs?

» What are Oracle Server audit logs?

2.2 What is a computer log?

A computer log is a collection of event entries. These entries provide an audit trail of
information related to the activity of a network or computer system. In fact, computer

logs are recorded in a certain scope to provide information suitable for forensic ana lysis.
The computer log may be a binary file as in the case of Windows logs, or text -based files as
in the case of Syslog or W3C logs

Such events include various details such as the date and time the event occurred and a
related descripti on. Event entries are often stored in chronological order to facilitate
event browsing and forensic analysis.

2.3 What are Windows Event Logs ?

Windows Event Logsare a systematic recording of computer relat ed events that occurred
within computer systems and networks running on Windows Operating Systems. In systems
running on Windows 2000/XP/2003/VISTA, events are recorded and organized in 3 default
event logs:

» Application log

» Security log

» System log.
Computers with specialized network roles such as domain controllers and DNS servers allow

the logging of events to additional (default) logs such as:
» Directory service log
» File Replication service log

» DNS serverlog.
Windows Event Logscontain the following types of events:

a Error Error events indicate that a significant problem, such a s loss of data or

functionality has occurred. For example an Error event is recorded every time
that a service or driver fails to load during startup.

& Warning Warnings indicate events that are not necessarily significant, but which may
possibly cause future problems. For example, a Warning event is recorded every
time that disk space runs low.

@ Information Information events describe the successful operation of an application, driver, or
service. For example, an Information event is recorded every time that a network
driver loads successfully.
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EVENTTYPE DESCRIPTION

@f’ Success Audit Success audit events indicate security access attempts that were successful. For
example, a Success Audit event is recorded every time that a user successfull y
logs on to his Windows based workstation.

@ Failure Audit Failure audit events indicate security access attempts that failed. For example, a
Failure audit event is recorded every time that a user fails to access a network
drive.

2.4 What are W3C logs?

W3C logsare used mainly by web servers to log web related events including web logs.
W3C logsare recorded i n text -based flat files using any one of the two W3C logging
formats currently available:

» W3C Common Log file format
» WB3C Extended Log File format.

The W3C common log file format was the first format to be released and to date it is still

the default forma t used by a variety of popular web servers including Apache. There is
however one downside - the information about each server transaction is fixed and does
not provide for certain important fields such as referrer, agent, transfer time, domain

name, or cookie information. To overcome this problem, the W3C Extended log file format
was released. This newer type of log is in customizable ASCII text -based format, permitting
a wider range of data to be captured. The W3C Extended log file format is the default| og
file format used by Microsoft Internet Information Server (11S).

A sample of the information typically recorded in a W3C e xtended type log is shown below:
#Version: 1.0
#Date: 04 - Sep- 2009 00:00:00
#Fields: time cs - method cs - uri
00:34:23 GET /WebSRV/Pg_S  nippet.html
12:21:16 GET /WebSRV/ Button_pg.html
12:45:52 GET /WebSRV/ Login_Pg.html
12:57:34 GET /WebSRV/ Error_msg.html

2.5 What are Syslogs?

Syslog is the standard for logging messages, such as system events, in an IP network. The
Syslog standard is most canmonly used for the logging of events by computer systems
running on UNIX and Linux as well by network devices and appliances such as Cisco routers
and the Cisco PIX firewall. Syslog events are not directly recorded by applications running
on the computer systems. Whenever an event is generated, the respective computer will
send a small textual message (known as Syslog message) to a dedicated server commonly
known as 0 SOy.s|Tohge sSeyrsuilldben savetheveeaived message into a log
file. Syslog messagesare generally sent as clear text; however, an SSL wrapper can be
used to provide for a layer of encryption.

Syslog is typically used for computer system management and securit y auditing. While it
has a number of shortcomings, its big plus is that Syslog is supported by a wide variety of
devices and receivers. Because of this, Syslog can be used to integrate log data from many
different types of systems into a central repository  using the Syslog serveras a log
aggregator.

The Syslog daemon handles the recording of Syslog messagéesvents in log files. The Syslog
message is composed of two main parts:

10 | Getting Started GFIEventsManage



1. The 6header & eaftimeiofdrmation astwalliasitise IPdoadomputer name
from where the message has originated.

2. The oOoOmessaged6 which includes the program or
separated by a colon. The following is an example of a Syslog message:

Sep 4 10:10:10 10.245.2.11 foo[421]: this is a message from
WebSRV

2.6 What are SNMP Traps?

SNMP Trapsre used by network management systems to monitor network devices (such as
routers, firewalls or switches) for conditions tha t require administrative attention. This
includes monitoring device uptime, inventories of operating system versions and collecting
interface information. SNMP enabled devices do not record event messages locally but
instead these transmit event details to an SNMP Trap server which analyzes these
occurrences and alert systems administrators on key events.

GFI EventsManager includes its own SNMP Trap server that captures SNMP messages and
informs systems administrators of network device failures and other cr itical events. GFI
EventsManager supports various versions of SNMP Trapscluding SNMP versions 1, 2 and 3
(the encoded version).

2.7 What are SQL Server audit logs?

Microsoft SQL Server generates event logs that allow the network administrator to monitor
database activity. GFI EventsManager allows you to process the activity logs generated by
day-to-day SQL Server operations such as server startup or on key events such as failed
logons. Alerts can also be created wh en key events such as consecutive login failure is
identified in Microsoft SQL Server audit logs.

2.8 What are Oracle Server audit logs?

Oracle Servers can be configured to generate event logs that enable administrators to
monitor acti vity. GFI EventsManager can be configured to collect and process these events.
Oracle Server auditing includes data related to:

» Data manipulation actions
» User access actions

» User privileges

» Database schema

» Database structure.
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3 Installation

3.1 Introduction

This chapter provides information about the different deployment scenarios supported by
GFI EventsManager and information required to install and run the product for the first
time. It contains the following sections:

» Where can | install GFI EventsManager on my network?

» System requirements

» Upgrading from a previous version

» Installation procedure

» Running GFI EventsManager for the first time

3.2 Where can | install GFI EventsManager on my network?

GFI EventsManager can be installed on any computer which meets the minimum system
requirements irrespective of th e location on your network.

— | If you want to collect event logs from Microsoft Windows Vista or later , GFI
—.1 EventsManager must be installed on a machine running Microsoft Windows Vista,
7 or Server 2008.

Use GFI EventsManager to manage the events generated:

» Bythe same computer where it is installed
» By all the computers that are reachable from the computer on which it is installed.

/
Y

GFI EventsManager

Servers

Computers where GF|

GFI EventsManager EventsManager is installed.

a Computers with Linux/Unix
— operating systems

f"_}‘ Computers with Micrasoft

[_" Windows operating systems

Figure 3 - GFI EventsManager deployment scenario

GFI EventsManager can be deployedn a:

» LAN- Monitor the activity of internal servers and workstations/end points
» DMZ- Monitor and manage the events generated on your servers.
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3.2.1 Deploying GFI EventsManager - Local Area Network

GFI EventsManager can be deployed on Windows based networks as well as on mixed
environments where Linux and UNIX systems are being usedas well.

Local Area Network
—_—— - (LAN) _—

Figure 4 - Deployment of GFI EventsManager in LAN

When installed on a Local Area Network (LAN) GFI EventsManager can manage Windows
events, W3C event logs, Sysbg messages SNMP Trap andSQL Server auditmessages
generated by any hardware or software that is connected to the LAN, including:

Table 3 dDevices supported by GFI EventsManager

Workstations and laptops End-user computers and systems.
Servers Web servers, Mail servers, DNS servers and more.
Network devices Routers, switches and any other device that generates

performance logs.

Software Including GFI EndPointSecurty, GFI LanGuard and other
applications that generate logs.

Specialized Services Microsoft Internet Information Server d&l11S

PABXs, Keyless Access Systems, Intrusion GFI EventsManager enables you to monitor any device that is
detections systems and more attached to the network.

When installed on a LAN, GFI EventsManager can also be used to collect events from
hardware and software systems deployed on a Demilitarized Zone (DMZ). Since a firewall
or a router usually protects thi s zone with network traffic filtering capabilities, you must
make sure that:

1. The communication ports used by GFI EventsManager are not blocked by the firewall.
For more information on the communication ports used by GFI EventsManager refer:
http://kbase.gfi.com/showatrticle.asp?id=KBID002770 .

2. That GFI EventsManager has administrative privileges over the computers that are
running on the DMZ.
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3.2.2 Deployment of GFI EventsManager on a d emilitar ized zone

_~——-__Internal LAN  |— — — _

Router/Firewall

—_—— — — ——

saee

. GFI EventsManager DNS Server Web Server Mail S.erver
~

Figure 5 - The DMZ sits between the internal LAN and the Internet

GFI EventsMaager can also be deployed on a Demilitarized Zone (DMZ) This is the neutral

net work which sits between the O0internal é corpor
(Internet ). The deployment of GFI EventsManager on a DMZhelps you automate the

management of events generated by DMZ hardware and software systems; such as:

Table 4 dBenefirts of installing GFI EventsManager in DMZ

DMZAUTOMATION DESCRIPTION

Automate management of Web DMZ networks are normally used for the running of hardware and
and Mail server events software systems that have internet specific roles such as HTTP
servers, FTP servers, and Mail servers.

Hence, you can deploy GFI EventsManager to automatically manage
the events generated by:

»  Linux/Unix based web -servers including the W3C web-logs
generated by Apache web-servers on LAMPweb platforms.

»  Windows based webservers including the W3C web-logs
generated by Microsoft Internet Information Servers (1IS).

»  Linux/Unix and Windo ws based mail-servers including the Syslog
auditing services messages generated by Sun Solaris v. 9 or later.

Automate management of DNS If you have a public DNSserver, t her eds a goode ch

server events running a DNS serveron the DMZ. Hence you can use GFlI
EventsManager to automatically collect and process DNS server events
including those stored ilags.your Wi
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DMZAUTOMATION DESCRIPTION

Automate manag ement of Routers and firewalls are two network appliances commonly found in a

network appliance events DMZ. Specialized routers and firewalls (e.g. Cisco I0OS series routers)
not only help protect your internal network, but provide specialized
features such as Port Address Translation (PAT) that can augment the
operational performance of your systems.

By deploying GFI EventsManager on your DMZ, you can collect the
events generated by such network appliances. For example, you can
configure GFl EventsManagerto act as a Syslog Serverand collect in
real-time the Syslog messagesgenerated by Cisco 10S routers.

3.3 System requirements

3.3.1 Hardware requirements

Table 5 dHardware requirements

HARDWARECOMPONENT SPECIFICATION

Processor 2.5 GHz dual core or higher.
RAM 3GB
Hard disk 10 GB free space

— | Hard disk size depends on your environment, the size specified in the
—_1 requirements is the mi nimum required to install and archive events.

3.3.2 Software requirements

Table 6 d Software requirements: Operating system

OPERATINGSYSTEM(X86 OR X64)

Windows Server 2008- Standard or Enterprise.
Windows Server 2008 R20 Standard or Enterprise.
Windows Server 2003 SP2 Standard or Enterprise.
Windows 7 - Enterprise, Professional or Ultimate .
Windows Vista SP1- Enterprise, Business or Ultimate .
Windows XP Professional SP3.

Windows SBS2008.

Windows SBS 2003

Table 7 d Software requirements: Other components

OTHER COMPONENTS

Microsoft .NET framework 4.0 .
Microsoft Data Access Components (MDAC) 2.8 or later

A mail server (when email alerting is required) .

— | Microsoft Data Access Components (MDAC) 2.8 can be downloaded from
—A http://mww.microsoft.com/Downloads/details.aspx?familyid=6CO50FE3 -C795
4B7DB037-185D0506396C&displaylang=en

3.3.3 Event source settings

The below table describes the configuration required for event sources :

Table 8 d System requirements: Event source settings

LOG TYPE DESCRIPTION
Windows event log processing Enable remote registry.
W3C log processing The source folders must be accessible via Windows shares
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LOG TYPE DESCRIPTION

Syslog and SNMP Traps processing Configure sources/senders to send messages to the computer/IP

Scanning machines with Windows

Vista or later

System auditing

3.34

where GFI EventsManager is installed.

Install GFI EventsManager on a computer running Windows Vista or
later.

Enable auditing on event sources. For information , refer to
Miscellaneous

Ports and permissions

The table below specifies the Ports required by GFI EventsManager:

Table 9 d System requirements: Ports and protocols

135 UDPand TCP Target machines use this port to publish information regarding

139 and 445

162

514
1433

1521

49153

UDPand TCP

UDPand TCP

UDPand TCP
UDPand TCP

UDPand TCP

UDPand TCP

available dynamic ports. GFI EventsManager uses this
information to be able to communicate with the target
machines.

Used by GFI EventsManager to retrieve the event log
descriptions from target machines.

Used by GFI EventsManager to receive SNMP trapsEnsure that
this port is open on the machine where GFI EventsManager is
installed

Used by GFI EventsManager taeceive SYSLOG messages

Used by GFI EventsManager to communicate with the SQL
Server database backend Ensure that this port is enabled on
Microsoft SQL Server and on the machine where GR
EventsManager is installed

Used to collect Oracle Server audit logs. Port 1521 is the

default port for this connection. If the port is changed
manually in the Or acl eadjust frewalln €
settings accordingly.

Used by GFI EventsManager to collect events from event
sources with Microsoft Windows Vista or Microsoft Windows 7.

The table below specifies the Firewall Permissions required by GFI EventsManager:

Table 10 6 Systemrequirements: Firewall permissions
MICROSOFT

FIREWALL
PERMISSIONSND

MICROSOFT
WINDOWS

MICROSOFT

AUDIT POLICIES

Remote Event Log
Management

File and Printer
sharing

Network discovery

Audit policy:
Object access

Audit policy:
Process tracking

Audit policy: Audit
account
management

Audit policy: Audit
system events

16 | Installation

SERVER2008

Enable

Enable

Enable

Enable

Enable

Enable

Enable

MICROSOFT MICROSOFT
WINDOWS WINDOWS
SERVER2003 WINDOWSXP ViE WINDOWS7
Not applicable  Not applicable  Enable Enable
Enable Enable Enable Enable
Not applicable  Not applicable  Enable Enable
Not applicable  Not applicable  Enable Enable
Not applicable  Not applicable  Enable Enable
Enable Enable Enable Enable
Enable Enable Enable Enable

—| For more information, refer to Enabling permissions on events sources manually
or Enabling permissions on event sourcesautomatically .
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3.3.5 Monitoring event logs from Microsoft Windows Vista or later

GFI EventsManager cannot be installed on Microsoft Windows XP to monitor events of
Microsoft Windows Vista or later . Microsoft Windows Vista and Microsoft Windows 7
introduced extensive structural changes in event logging and event log management. The
most important of these changes include:

» A new XML:based format for event logs. This provides a more structured approach to
reporting on all system occurrences.

» Event categorization in four distinct groups: Administrative, Operational, Analytic and
Debug

» A new file format (evtx) that replaces the old evt file format.

Due to these changes, to collect and process event logs from M icrosoft Windows Vista or
later, GFI EventsManager must be installed on a system running:

» Microsoft Windows Vista

» Microsoft Windows 7

» Microsoft Windows Server 2008.

Windows XP e/ents can be collected when GFI EventsManager is installed on
Microsoft Windows Vista or later machines.

When GFI EventsManager is using a noidomain account to collect events from
Microsoft Vista machines or later, target machines must have User Account
Control (UAC) disabled. For more information on how to disable UAC, refer to
Disable UAC to scan target machinessection in this manual.

11| Py

3.4 Upgrading from a previous version
Upgrading from older versions is not possible due to the underlying operational and
processing technology subsystems

You will still however be able to run an older version of GFI EventsManager on the same
machine on which a newer version of GFl EventsManager is installed since there are no
conflicts between the older and the newer versions.

You can also export events from an older version of GFI EventsManager and import the data
in the new one, using Database Operations. For more information, referto Database
Operations.

3.5 Firewalls and Anti -virus software

If firewall(s) are enabled and anti -virus software installed on the computer where GFI
EventsManager is running make sure that:

» Traffic is not blocked on the ports in use by GFI EventsManager
» esmui.exe and esmproc.exe are allowed access through the firewall (s)

» GFI EventsManager folders are excluded from real-time anti -virus scanning.

For more information on the ports and permissions that must be enabled, referto  Ports
and permissions

3.6 Computer identification considerations

GFI EventsManager identifies computers via computer name or IP. If NETBIOScompatible
computer names are used, ensure that your DNS service is properly configured for name
resolution. Unreliable name resolution downgrades overall system performance. If you
disable NETBIOS over TCP/IP, you can still use GFI EventsManager, however you nsi
specify computer name by IP.
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3.7 Installation procedure
To install GFI EventsManager:

1. Close all running applications and log on the target computer using an account which has
local administrative privileges.

2. Double-click GFI EventsManager setup file.

-

’E GFI Eventshanager 2012 EI (=] @

GFl EventsManager

Event log monitoring, management and archiving
Version:1.2

° GFI EventsManager setup wizard will install the following system components. These are required faor
:; archiving and enhanced event log management performance.

Visual C++ 2010 redistributable (Already Installed)

Microsoft \MET Framework 2.0 (Already Installed)

Microsoft \MET Framework 4.0 (Already Installed)
Microsoft SQL Server Compact 3.5 5P2 (x86)

MsXMLE (Already Installed)

Microsoft SQL Server Native Client (Already Installed)

Microsoft SQL Server Management Chjects Collection (Already Installed)
EventsManager 2012

Click here for more information: hittp: /fwww.afi.com/eventsmanager

Install Close

Screenshot 2 d Pre-requisite check

3. GFI EventsManager will check your system for components that are not already installed.
Click Install to begin the inst allation.

4. Click Next at the wizard welcome step .

5. Read the licensing agreement carefully. Se | e tatcepdthe termsinthe License
Agreement 0 . lickONext.
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j_’{'g’ GF EventsManager 2012 Setup E (=] @

Customer Information ]
Spedfy your licensing information F’

Spedfy your user name and serial number,

You can either use the key which was sent to you by email on product download to
evaluate for 30-days, or dick Mext to continue and spedfy a license key later.

User Name: |John Smith

Serial Murnber: |‘5&X3& R ARSI R R R RS e e

Back ” Mext I [ Cancel

Screenshot3 - Customer and License detail screen

6. Keyin your name and serial number. Click Next.

ﬁ‘}' GFI EventsManager 2012 Setup E =] @

Logon Information o
Spedfy a user account and password F’

GFI EventsManager requires administrative rights and privileges

Enter domain administrator account details for GFI EventsManager service in any of
the following formats: "Domainladministrater™ or “Administrator @DOMAIN®,

Account: |Domain\John Smith

PaSS'NDrIj: | FEFRBRERRRRRREEN

Back “ Mext [ Cancel

Screenstot 4 - Logon information screen

7. Key in a user name and password of a domain administrator account . Click Next.
8. Specify an alternativ e installation path or click Next to leave as default.

9. Click Install .
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3.8 Running GFI EventsManager for the first time

After installing GFI EventsManager, the Management @nsole is launched automatically. To
launch GFI EventsManagemanually, click Start 3 All Programs 3 GFI EventsManager 3
Management Console.

Follow the steps outlined below to configure GFI EventsManager for first time use :

» Step 1: Launch events processing
» Step 2: Analyze events and generate reports.

-
s et Add event sources

NS
i, Process events
=

NS

! Analyze events and
Q 1 generate reports

Figure 6: Running GFI EventsManager for the first time

3.8.1 Step 1: Launch events processing
This section contains information about:

» Processing events from the local computer
» Processing events from the local domain
» Processing events from selected machines
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Quick Launch Cansale @

Welcome to GFI EventsManager
Select an option

L‘" Process events - Local computer
Start collecting everts from the local computer, where GF| EvertsManager is installed.

KA Process events - Local domain

E} Launch the Automatic netwark discoveny wizard. This wizard will automatically
- = gearch your domain for event sources.

- N Process events - Selected machines
Start collecting everts from selected machines.

4 Customize...
; " Customize GFI EventsManager settings.

Help me choose...

Mew auditing feature. Tell me how to configure.
- g .

Screenshot5 - Quick Start Dialog

From the Quick Launch Console, select one of the following options:

OPTION DESCRPTION

Process events - local computer Start collecting events from the local computer, where GFI
EventsManager is installed.

For more information refer to Processing events from the local
computer.

Process events - local domain Launch the Automatic network discovery wizard. This wizard will
automatically search your network for event sources.

For more information refer to Processing events from the local

domain.
Process events - selected Add event sources manually without using the wizard.
machines For more information refer to Processing events from selected
machines.
Customize Customize settings of:

»  Events sourcesand log types
»  Event processing rules

»  Database operations

»  Users and groups

»  Alerting options.

Processing events from the local computer
To processevent logs from the local machine :

1. From Quick Launch Console , click Process events - local computer. GFlI
EventsManager will start to collect events from the local machine immediately.
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Quick Launch Console @
Welcome to GFI EventsManager

At any time you can perform the following main actions

l\ Browse events
Access the builtdin events browser and forensic tools that will help vou to locate, analyze and fitter key
events.
r Tell me maore...

A Generate reports
Access reporting features including instant /scheduled report generation and automated report

digtribution.
i Tell me moare...
‘ View dashboard
' Access the dashboard bo view a graphical representation of the most important events
Tell me more...

(g Customize. ..

IUse this option to customize GF| EvertsManager settings (e.g. enable Syslog and SMMP Trap
processing, key event notifications etc.)

Tell me more...

Show this dialog on next startup

.ﬁ Service is unning: 113917 events processed so far on 1 event source(s) .
Click here to go to the status to find out mare.

Screenshot6 - Events processed from local machine

On completion, the number of events that have been processed is displayed in the
information bar as illustrated in the screenshot above .
Processing events from the local domain

The Network discovery wizard searches the entire networ k for comp uters and servers.
This will assist in adding network computers as GFI EventsManager event sources. To
launch the Network discovery wizard:

1. From the Quick Launch Console , click Process events - Local domain .

The wizard can also be launched from Configuration 3 Event Sources, right
click All event sources and select Scan local domain .

If synchronization options are configured, Process events - Local Domain is
disabled. For more information refer to  Edit synchronization options .

L

2. In the Welcome screen, click Next.
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Metwaork Discovery

Configure event sources
Select the type of machines to indude while scanning.

Select the type of event sources from which events will be collected :

ISA Servers

Workstations
Generic Servers
Domain Controllers
Exchange Servers

[ < Back ” Mext = ][ Cancel ]

Screenshot 7 - Select the type of event source

3. The wizard enables you to search the local network for specific types of event sources.
Select the type of event sources to add and click Next.

— | Atleast one event source type must be selected before proceeding to the next
—.1 wizard dialog.

4. The wizard will automatically start to search for connected computers. On completion,

click Next.

Metwork Discovery

Select network computers

Select the computers to manitor;

[}
]
|
=]
=
il

1 yinservh
18 p03
1Ny 70z
18y 701
My, 703
T8y, 704

FEEEEOE

A

Damain

tcdomainb. ...
tcdomainb. ...
tcdomainb. ...
tcdomainb. ...
tcdomainb. ...
tcdomainb. ...

License Type

Server

Workstation
Waorkstation
Waorkstation
Waorkstation

L

Information

This machine is DC. Machine wi
Error : Wrong credentials or co
This machine will be added to v
This machine will be added to ¥
This machine will be added to v
This machine will be added to v

3

@ Warning : Licensing workstations limit is exceeded by 1 machine(s).To add
more servers you need to review existing settings or upgrade the license key.

« Back ” Mext = ][ Cancel

Screenshot8 - Select computers from result

GFI EventsManage
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— | All discovered machines are selected by default . If the wizard fails to login to a
\—.1 computer, it is not selected.

5. To add a computer not selected by default, click the respective computer and a dialog
will enable you to key in alternative credentials.

6. Click Next and Finish.

Processing events from selected machines
To collect event logs from selected machines:

1. From the Quick Launch Console, click Process events- selected machines to launch the
Add New Event Sourceg wizard.

Add Mew Event Sources...

Select the event sources... ] I

Specify the computers Fram where GFI EventsManager will calleck lags
FEpe e,

In GFI Eventsianager event sources are organized into event source groups, The event sources
specified below will be added to the Defaulk group,

add the following computers:

| add
Compukter - Remove
M TASKMGR = | —n—
1M TCRACKUP
i Impork. ..
T TNSERYH
W TNEPYS i

In order ko scan a Microsaft Vista or Microsaft Server 2008
machine, you must install GFI EventsManager on a Microsoft
Wista or Microsoft Server 2008 machine.

< Back Finish | | Cancel

Screenshot9 - Process events from selected machines

2. Specify the event source name or IP and click Add. Repeat until you have specified all
the event sources to add to this group.

— | Toimport the list of event sources from a text file click Import button. To select
—.1 event sources from a list, click Select button.

3. Click Finish to finalize settings. GFI EventsManager will collect events from the
configured sources immediately.
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3.8.2 Step 2: Analyze events and generate reports

After collecting the event logs, you can analyze the information and generate reports
based on the gathered data.

Quick Launch Cansale @

Welcome to GFI EventsManager
At any time you can perform the following main actions

Browse events

Access the builtdin events browser and forensic toals that will help vou to locate, analyze and fitter key
events.

5

I"* Generate reports Tell me more...

Access reporting features including instart /scheduled report generation and automated repart
distribution.
i Tell me more...
J Yiew dashboard

Acceszs the dashboard ta view a graphical representation af the mast impartant events

Tell me maore...

ﬁ Customize. ..

|Use this option to customize GFl EventsManager settings (2.g. enable Syslog and SNMP Trap
processing, key event notffications etc.)
Tell me more...

Show this dialog on next startup

)ﬁ Service is running: 113917 events processed so far on 1 event source(s) .
Click hers to go to the status to find out more.

-

Screenshot 10 - GFI EventsManagerQuick Launch Console

To analyze events:

1.

Click ! Open Quick Start Dialag

from the top right corner of the GFI EventsManager user

interface . The table below describes the optio ns available in the Quick Launch Console .

Table 11 - Quick Launch Console options

ICON DESCRIPTION

.

Browse events

events. For more information refer to Event browsing chapter in this manual.

Generate reports

Access the built-in events and forensic tools that will help you to locate, analyze and filter key

vl Access reporting features including instant/scheduled report generations and automated report

distribution. For more information refer to  Reporting chapter in this manual.

View dashboard

3 of the most important events collected and processed by GFI EventsManager. For more
information, refer to  Status monitoring section in this manual.

Customize

this manual.

GFI EventsManage

Access GFI EventsManager status dashboard. This enables you to view graphical representations

Customize GFI EventsManager settings, suchas enabling Syslog, SNMP Trap processing, key
events notifications, and more. For more information referto ~ Manage event sourceschapter in
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4 Event browsing

4.1 Introduction

The Event Browser enables you to access and browse processed or unprocessed eventlogs
currently stored in the database. This chapter provides information about how to analyze
events and contains the following sections:

» Navigating through th e Events Browser

» Creating custom Root Views / Views

» Event color-coding options

» Event finder tool

» Export to CSV tool

» Rule finder tool

» Reporting options

»  Switching database

4.2 Navigating the Events Browser

(5] GF1EventsManager felle=s)
File Configure Help
Status  Configuration | EventsB | Reporting  General
Views: A Send us feedback. ., R’ Open Quick Launch Conscle @) He!
-4} Microsoft SQL Server Audt Messa Eu All Events (12,678 events) |22 Report from view 4—6
P> o) Oracle Audit Messages
-4 Text Logs Database : Main database
{8} Windows Events
414} Syslog Messages Type Importance Event ID “ || General Fields
{2 SNMP Traps Messages
-2 Al critical and high importance eve oE’“" High 1001
< | m ) U'Ermr High 1001
(@ Information Low 7036
@Infomabon Low 7036 Date: 11/14/2011 -
(@) Information Low 7036 Time: 02:06:02
D : = Importance: High s
C{/' omation Low 7036 Rule Name: EndPointSecurity agent
(@ Information Low 7036 stopped :
p Monitored machine: TECHCOMSERVONE
44, Waming High 1001 Log Format: Windows
Q Log Name: System
a Event ID: 1001
Q<U In Work Hours: No
Q isadmin: No
Q Your computer was not assigned an
a address from the network (by the DHCP
. server) for the Network card with
Q network address 00221987431C. The
a following error occurred:
N Element not found.
4 i . Your computer will continue to try and
O telpT ) > obtain an address on its own from the
N ne%hork agdress (DHCP) server.
c e e Q online information:
L;‘,yjf:aunm and using events browser. \{. http: //www.eventid.net/display.asp?
EAQ B eventid=1001&source=System
Q
A) -
g g
<« m » -
Page 1 f13 | b Pl Loading view finished. Click here for details.
Main database - All Events - 12,678 event(s) Af

o

The Events Browser is made up of the following sections:

Screenshot11 - Events Browser

Table 12 6 Navigating the Events Browser

- SECTION DESCRIPTION

Views The Views section includes a wide range of predefined views. Use this section
to view specific logs such as Windows Event Logs, W3C logs, SQL Serveaudits
and more.

Common Tasks Common Tasks enable you to customize the look of the Events Browser and
switch database to view exported and/or archived event logs.
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SECTION DESCRIPTION

Actions Use the Actions section to run common functions related to analyzing event
logs. This enables you create or edit custom views, export events for further
analysis and more.

Events The Events section is used to browse through the events categorized under
the selected view ( from section 1).

Navigation Use the navigation controls to browse through collected events.

controls

Reporting The Report from view option enables you to generate graphical and statistical
reports based on the selected view (from section 1).

Event The Events Description Pane provides an extensive breakdown of the selected

Description event (from section 4). Use this section to analyze the event details and find

Pane out when the event was generated, what was the cause and by whom it was

generated. The header color coding enables you to quickly identify the
severity of the event.

The description section enables you to switch between two views:

»  General - Contains event information in the legacy format that was
standard for pre -Microsoft Windows Vista event logs.

» Fields 8 Contains a list of event information categorized by fields.

Use the Events Browser for forensic analysis of events. All events accessible through the
Events Browser are organized by log type in the Views section.

The link provided in the event description gives you access ta

L]

» A more detailed description of the event
» Information and links that explain what causes this type of event
» Hints and tips on how to possibly solve any existing issues.

Event analysis is quite a demanding task; GFI EventsManager is equipped with specialized
tools that simplify this process as well as enable the export of events . A description of
these tools is provided in the following sections.

4.3 Creating custom Root Views / Views

In Events Browser, GFI EventsManager enables you to create two different types of custom
views. The table below describes these views:

Table 13 8 Event Browser: Create new view

VIEW TYPE DESCRIPTION

Creat e r oot Enablesyou tocreate top -level views which may contain a number of sub -views.
This creates a new set of views beneath the ones that ship with the product
(Example: All Events view).

Creat e vi ev Create views within root views. Custom views can be added to the default root
views and views.

To create a Root view/View:

1. From Events Browser3 Actions, click Cr eat e r dOrnte ati & wéi ewé

— | Both options launch the same Create view dialog and are both configured in the
—.1 same way. The difference is the positioning of the new custom view.
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Create View

General | Customize view

events.

MName:

Custom view

Description:

This is a custom view

Mot +(

= Create new fitters to organize in a simpler way the collected

Edit Delete Clear

+ +

OK || Cancel || sty

Screenshot 12- Custom view builder

2. Key in a name and description for the new view.

3. Click Add to add conditions to your view. If no conditions are specified, the view will
display information from every event log type.

e

Edit View Restriction
Field Mame:

Select field name:

=

T'_.rpe Log Format descriptil:un id E
Monitored machine I:/}:'timestamp E
Event ID Log Mame @ logoff time E
@ Date In Work Hours Iu:ug-:lﬁ Iread E
@ Time @ intemal timestamp Iu:ug-:lﬁ pread E
Rule Name isadmin In:-gnﬁ lwrite .
1 [ b

Field operatar: [Equal To v]
Field value: [Critical v]

ok || Caneel |

-

Screenshot 13- Edit view restriction

3. Select a field from the list of available fields and s pecify the Field operator and Field

value. Click OK

— referto Defining Restrictions.

GFI EventsManage

— | Repeat until all required query conditions are specified. For more information,
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Create View @

General | Customize view

Check the columns that you wish to be visible and their names in
the list view. Alsa you can customize the order of their
Sppearance.

Wiew columns:

Type ~| |+
Importance (N
Evert 1D

Date

Time

Fule Mame

Log Format

Monitored machine

Log Name

In Wark Hours -

Column information :
Database field name: type

| ok || Camcel || pply |

Screenstot 14- Customize View tab

4. Click Customize view tab to select the columns to show in the new custom view. You
can also arrange their order of appearance usingthe Up and Down arrow buttons.

5. Click OKto finalize your settin gs.

Views:

L—__IE All Events
1L Microsoft SQL Server Audit Messages
i Oracle Audit Messages

Text Logs
EI-Q W3C Events

-4 SMTP protocol messages
Critical and high importance events
HTTP protocol messages
FTF protocol messages
Create View - 1 |
Windows Everts
Syslog Messages
SMMP Traps Messages
4t All critical and high importance everts
Create Root View - 1 ‘

Screenshot15 d Sample: New Root Views and Views
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43.1 Deleting a view
1. From Events Browser 3 Views, select the view to delete.

2. Right-click on the view and click Delete view .

4.3.2 Editing a view
1. From Events Browser 3 Views, select the view to edit.
2. From Actionsclick Edi t vi ewé

3. From the View Properties dialog, add, edit or delete condition s according to your
requirements.

4.4 Event color -coding options

Use the event color -coding tool to tint key events in a particular color. This way the
required events are easier to locate during event brow sing.

Customize View X

[E] Description
ﬁ Colors

® Color event if |Type 7‘ IEquaI To 7‘ Ilnfon'nation 'J in I_ 'J I Apply Color ‘

Clear colors  Adwanced...

Screenshot 16 - Color coding configuration

4.4.1 Assigning a color -code to a specific event

To assign a color code to a specific event:

1. From Events Browser select Customize view 3 Colors.

2. Specify event filter ing parameters including the color to be applied to the sifted events.

3. Click Apply Color button to save changes.

— | Usethe Clear color option to clear all color settings.
___—..

4.4.2 Assigning different color -codes to multiple events
To assign different color -codes to multiple events:

1. From Events Browserselect Customize view 3 Colors3 Advancedé
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Advanced Color Filters

General |

=]

? The color fiters that are going to be applied on the cument log.

Unclassified Events

Low Ewvents Calar Filter

MName Pricrity Add...
Critical Events Caolor Fitter 1
High Events Color Fitter 2

3 I

Color Fiter

Color Filter Condition

Name: tical Events Color Fitter
o (]
Field Name: [|I'I'IDUFtEIﬂCE v]

Field Operator: [Equa| To

Field Value: [Critical

Screenshot17 - Advanced

Color Filter

3. Click Add button. Specify filter name and configure event filter parameters.

4. Click OK button to save filter settings.

5. Repeat until all required event filter conditions have been configured. Click  OKto
finalize your settings.

4.5 Event finder

tool

Use the event finder tool to search and locate specific events using simple customizable
filters. To search for a particular event:

1. Click Events Browser3 Actions 3 Find events.

Look for:

= In Column: Type ~ Find Cloze

M Send us feedback.

All Events (0 events)

Database : Main databasze

W Open Quick Launch Console @) Help

[I:I Report from view

Screenshot 18 - Event finder t ool

2. Configure the event search parameters through the options provided on top of the right
pane. To trigger a case sensitive search, click Options and select Match whole word .

3. Click Find button to trigger the search.
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4.6 Export to CSV tool

GFI EventsManagelenables you to export event data to CSV files directly from Events
Browser. This is extremely convenient especially w hen further processing of event data is
required. This includes:

»  Distribution of key e vent data via email

» Ruming automated scripts that convert CSV exported events data to HTML for upload
on web/company intranet

» Generation of graphical management reports and statistical data using native tools
such asMicrosoft Excel

» Generation of custom reports using third part y applications

» Interfacing events data with applications and scripts built in  -house.
To export events to CSV:

1. From Events Browser 3 Views, right -click a view and select Export events .

Export events ... @

= Expart the events to a C5Y file.

Save the events in the following C5Y file:

C:\eventsmanagersoutput. csy Browse

[ ] ]| Cancel |

Screenshot 19 - Export events tool

2. Specify or browse to where the exported events will be saved . Click OK

4.7 Rule finder tool

GFI EventsManager enables you to find event processing rules from event logs in Events
Browser.

To identify the rule(s) used for a specific event:

1. From Events Browser, right -click an event log.
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E GFI EventsManager EI@

File  Configure Help

Status Configuration Events Browser | Reporting General
Views: Look for: - InColumn: Type - Find Close
E‘@ Al Events ‘B Send us feedback... W COpen Quick Launch Console @) Help

{2} Microsoft SQL Server Audt Mes
+ Oracle Audit Messages =

 Teat Logs %

+ Windows Events

¢ Syslog Messages

'+ SNMP Traps Messages

All Events (4,585 events)

Database : Main database

¢ Al critical and high importance ¢ | Type Impartance Evert ID || Event description  Fields
< n | P (D —— T N6 L4
Common Tasks: (@) Informal Refresh
@, Succe
Customize browser layout a{h Succe Create rule from event ar -
. a: —
Open Quick Launch Console... a% Suces Create view from field o5 /12/2011
Switch database ... agLSucce soe1s 3;1 me:
Actions: @, Succe | [ s " “Importance: Low
- & Rule Name
‘kSUCCB Manage columns windows services status change
Create ro.ot wiew. .. agLSucce AT T Tg;igg;:itr}lachine: TEMP
CEigeitat? VIEW... @, Success Audit  Low 5156 Windows ' 3
view... ¢ .
Delete view ‘;_L“ Success Audit Low 5158 Eegnﬁa?g: %géem
o mvents aQLSI.ICCBSS Audit  Low 5156 In Work Hours: No
Find everts & isadmin: NO
Export events to C5V file ‘1@ Success Audit  Low 5156 :
‘;—LLSuccess Audit  Low 5156 The Multimedia Class Scheduler
@) Help: ?—LLSuccess Audit  Low 5156 gg;{r;?e entered the running
2]{&5“.3.3355 Audit Low 5156 online information: . [
Configuring and using everts browser... @ e B . | |http: //www, eventid. net/display.a
. Hunna = @ Sicness Audit | ow A156 spreventid=7036&s0Ur ce=System
FAQ ' I | 3
Page 1 of 5| b Pl Loading view finished. Click here for details.

Main database - All Events - 4,585 event(s)

Screenshot 20 - Find rule

2. Click Find rule .

4.8 Reporting options

GFI EventsManageienables you to build your own a custom report (with graphs and
statistics) based on a sekcted View from Events Browser.

GFI EventsManager ships a selection of predefined reports. We recommend that
= you check the available reports prior to creating new ones to avoid having
duplicate reports.

To report from a view:

1. From Events Browser 3 Views, select a view.

M Send us feedback... ¥ Open Quick Launch Console @) Help

E

Database : Main database

All Events (4,585 events) |3 Report fom view |

Screenshot 21 - Report from view button

2. Click Report from view from the top -right corner of the Events Browser.

3. From the Create Report dialog, configure the options from the tabs described below:
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Table 14 8 Event Browser: Create new report

TAB DESCRIPTION

General Specify the new report name and add conditions.

Layout Select the columns that you want to be vi sible in the report. You can also customize the
order of appearance.

Chart Select Use graphical charts to generate a report showing information in a chart. The
available chart types are:

»  Pie chart
»  Bar chart
»  Line graph.

Schedule Select Use schedule to enable report scheduling . Configure the generation date and
frequency for the new report.

— | For more information, refer to Creating custom report s.

=

4.9 Switching database

For event browsing purposes, GFl EventsManagerenables you to switch between different
databases Use this feature to browse events that have been exported or archived for
further analys is.

To switch database:

1. Click Events Browser3 Common Tasks3 Switch database.

-

Switch DLib Database =

General |

Select the database containing the events you wish to be
J displayed into the events browser

Database Path
|J esmstg CMProgram Files"GFI"EvertsManager2012 \data®File St
| DB2 C:\Program Files"GFI"EventsManager201 2 data"File5.

| Archive C:\Program Files"GFI"\EventsManager201 2 \data*File5.

1 ] [k

Edit ... Remove

0K || Cancel

Screenshot22 - Switch database dialog

2. Select the database from the list of databases and click OK

— | Youcanclick A d dt specify a path and database name. Click E d i to édit the
—.1 specified information .
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5 Reporting

5.1

Introduction

GFI EventsManager provides a fullyfledged reporting system. It ships with a num ber of
reports including technical and executive level reports showing graphical and statistical

information based on hardware and software audited by GFI EventsManager.This chapter

contains the following sections:

»

»

»

»

»

»

Navigating the Reports tab

Available reports
Managing reports
Generating reports
Analyzing reports
Creating custom reports

5.2 Navigating the Reports tab

i Successful Logons Grouped By Users

The reportis based on event 528(4624 - Vista/lLonghorn ) - successful logon and event 5404636 - \ista/Longhorn) -
successful network logon. The report shows all successful logons, enabling you to monitor the users successfully
accessing the computers using various logon types, and atthe same time achieve compliancy with the legal acts...

E GFI EventsManager
File Configure Help
Status Config Events B Reporting G I
n il s 4 Send us feedback...
E-42) Account Usage I
il Successful Logons Grouped B
-7 Successful Logons Grouped B
7 Failed Logons
= Logofi Events
o Account Lockouts
111 Successful Logon Count on ez|=
111 Faied Logon Court on each C Generated Reports

o_
oi

& Top 10 Accounts which Failed
& Accounts which Failed to Loge
[#-{2) Account Logons

-2 Account Management

#-2) Policy Changes

- Object Access

[#-4) Application Management

@-{) Print Server

-2 Windows Event Log System

-4 Events Trend

S R T Y TRp——

« (1] 3

Filter Reports:

(2]

[F] Has Sch

- Actions:

Create Folder

LCeomta Donad

Name
20111114-024623 himl

‘

=5 =

® Open Guick Launch Console

@) Help

| Generste Repot P> | [Show HTMLs ~| [ Cearal |

Creation Date File loc
14-11-2011 02:46:26  C:\ —o

Size
4528 bytes

Preview Report Pint (=)| | Open [ [Open File Location :9] Export to PDF Delete
Quick Start Guide i
1. Generate a 2. Selecta 3. Preview,
Report Generated Export, Print the
Report Report

§f it
rErE

Screenshot 23 d Navigating the Reporting Ul

The Reporting tab consists of the sections described below:

Table 15 6 Navigating the Reporting tab

SECTION DESCRIPTION

The Reports section contains all the predefined reports tha t ship with the product. Use this
section to organize and generate various reports from technical to executive type.

needs.

36 | Reporting

The Common Tasks section enables you to quickly launch typical operations such as creating
folder and report views to organize reports and generating reports.

From the Actions sections, you are able to create, edit or delete reports according to your
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DESCRIPTION

Use the Generated Reports section to view the history of a selected report (from Section 1).
This enables you to regenerate the report and export the report to HTML and/or PDF.

buttons to Print, Open, Export or Delete reports directly from this section.

o The Preview Report section provides a view of a selected, generated report. Use the control

5.3 Available reports

GF I Event sManager ds

e X t e n dsifor ariouseeorententsl i st cont ai

designed to facilitate reporting as much as possible. The following report categories ar e
included in GFI EventsManager by default. Each category contains a number of reports that

can be used out of the box or customized to fit

Table 16 d Available reports

your requirements:

REPORTCATEGORY DESCRIPTION

Use the reports in this category to identify user logon issues. The event
details shown in these reports includ e successful/failed user logons and

Account Usage

Account Management

Policy Changes

Object Access

Application Management

Print Server

Windows Event Log System

Events Trend

All Critical

Miscellaneous, Customizable

PCI DSS Compliance/ GCSx Code
of Connection Requirements /
SOX Compliance / HIPAA
Compliance / GLBA Compliance

General and Security
Requirements

LOGbinder SP reports

GFl EventsManage

locked user accounts.

Use the reports in this category to generate a graphical overview of

important events that took place across your entire network. The event
details shown in these reports include changes in user and computer

accounts as well as changes in security group policies.

Use the reports in this category to identify policy changes effected on

your network.

Use the reports in this category to identify object a ccess issues. The

event details shown in these reports include successful/failed object
access and objects that have been deleted.

Use the reports in this category to identify faulty applications and

application installation and rem oval issues. The event details shown in
these reports include applications that have been installed or removed

as well as applications, which are crashing and hanging.

Use the reports in this category to display details related to printing

events. Details provided in these reports include documents that have
been printed, the users that triggered the printing event and the

date/time when the printing operation took place.

Use the reports in this category to identify a udit failures and important
Windows event log issues. Details provided in these reports include the
starting and stopping of event log services, clear log operations as well

as errors generated during event logging.

Use the reports in this ca tegory to display statistical information

related to event generation. Charts provided enumerate the 10

computers and users with most events. Other reports provide event

counts on a network -wide basis as well as on a computer-by-computer
basis. Reports in this category can be generated for each main time &

by hour, day, week or month.

Use the reports in this category to display information related to

critical Windows events, Syslog, W3C, Custom Events, SNMP Traps and
SQL Server Audit events. The charts provided enumerate the 10 most

critical events.

Use the reports in this category to generate reports that offer broad

customization. These can be used to generate reports based on any
Windows event log, using filterin g conditions and grouping modes that

are not covered by the other default reports.

Use the reports in these categories to generate legal compliance

regulations reports.

Use the reports in this category to generate various reports required by

several GCSx Code of Connection memos.

Use the reports in this category to generate reports related

Microsoft SharePoint audit events.

to
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5.4 Managing reports

Reports are organized in a tree structure enabling you to easily find and generate the
required report. GFI EventsManager includes three options that allow you to maintain the
report structure as the number of reports increase by time. These options include:

Table 17 8 Managing reports

OPTION DESCRIPTION

Create Root Folder Create top-level folders that may contain one or more subfolders or reports.

For more information, refert o Creating a root folder .

Create Folder Create a folder within a root folder. Folders may contain any number of

reports. For more information, referto  Creating a folder.

Create Root Report Root reports behave in the same way as root folders. These are created at the

top level and may contain a number of sub reports.
to Creating a root report .

For more information, refer

Example: You can create a root report which is generated once every month.
Then you can create daily reports covering specific topics of the root report,

generated on daily basis.

54.1 Creating a root folder

To create a root folder:

1. From Reporting tab 3 Common Tasksclick Create Root Folder.

Create Folder @
General | Schedule

I -

Create new Folderto group and better organize Reports for
collected events.

P

Ney General | Schedule

Nam| Create Folder @

Desd
=y Inherit from FParent

Ilse schedule

Generation Time 20:23:45 2
Recumrance pattem [WEE-‘H‘_.’ -
Recurevery |1 2| weekis) on:

Sunday Monday [ Sunday [[| Wednesday
[] Thursday Friday Saturday

Send report by email to:

EventsManagerAdministrators

Configure

ok || Cancel |[ Apply

Screenshot 24 § Create Report Folder dialog
38 | Reporting
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2. From the General tab, specify a name and a description (optional) for the new folder.

3. (Optional) Click Schedule tab and select Use schedule to configure a schedule for the
reports included in this new folder. Configure the options described below:

Table 18 d Create folder: Schedule options

DESCRIPTION

Inheri t from Parent Select when the new folder is part of a root folder that already has scheduling
configured.

Use schedule Select Use Schedule to enable scheduling of the reports contained in the new
folder.

Generation time Specify the time when reports are generated.

Recurrence pattern Specify the report generation frequency . Select from Daily, Weekly or Monthly
pattern and configure the respective parameters.

Send report by email Select this option to enable email notifications. Click Configure to select the

to users from the Select users and group:s

NOTE Configure alerting options before using this feature . For more
information, refer to  Configuring Alerting Options.

4. Click OK to save your settings.

54.2 Creating a folder
To create a folder:

1. From Reporting tab 3 Reports, right -click a root or sub folder and select Create
Folder.

2. From the General tab, specify the name and description (optional) for the new group.
3. (Optional) Click Schedule tab and configure the required parameters.

4. Click OK to save your settings.

5.4.3 Creating root reports

To create a root report:

1. From Reporting tab 3 Common Tasksclick Create Root Report.

2. From General tab, specify a name and description (optional) for the new root report.

3. Click Add to add conditions to your new repor t. For more information, refer to  Defining
Report Restrictions.

— | Repeat this step until all required conditions have been specified.
—A

4. Click Layout tab and add the column headings that you want to be visible in the report.
For more information, refer to Defining Column Headings

— | If you have a saved report template, click Open location , to browse and load
—.1 your template.

5. (Optional) Click Chart tab and select Use graphical charts to include graphs in your
report.

6. From the Place chart at drop-down menu, specify the location of the chart. Select
from:

» Beginning of Report
» End of Report.
7. From Properties 3 X axis and Y axis, configure the X and Y Axis properties.

GFI EventsManage Reporting | 39



8. (Optional) Click Schedule tab and configure schedule settings.

9. Click OKto save settings.

5.5 Generating reports
To generate a report:

(5] GF EventsManager [F=R(EcR 5
File  Configure Help
Status Configuration Events Browser | Reporting General
Reports: A Send us feedback... ¥ Open Guick Launch Conscle @) Help
23 Account Usage -
----- jl Successful Logons Grouped By Use [l
- Successful Logons Grouped By Con| | Generate Report 3 ‘ For Configured Interval  F5
Failed Logons rent
-1 Logoff Events Create Report For Today Essful
----- 7 Account Lockouts For Yesterday ing..
----- 11l Successful Logon Count on each Cf Create Folder | e T
----- 1 1] Failed Logon Count on each Compuy orta ay= ar Al
----- & Top 10 Accounts which Failed to Ld Rename F2 For This Menth
----- ‘- Accounts which Failed to Logon x Delete Del For Last Month Crez
-2) Account Logons
(-3 Account Management Copy Report Restrictions  Ctrl+ Shift+ C For Custom Date  Ctrl+F5
-1 Policy Changes
-3 Object Access % CopyPReport Ctrl+C
- lication M it —
gg ggfnlge::;r AnAgEmE Paste Report Restrictions  Ctrl+Shift+V | '
[#+{C3) Windows Event Log System Paste Report Ctrl+V -
5 Events Trend ile Location || | Exportto PDF [k Delete 'G‘
:-.ll":\ [ W | u.___"_r._ | Ii‘yi Properties h
Filter Reports: =
B Quick Start Guide L
Besetfiter  [7] HasChat [] Has Schedule
1. Generate a 2. Selecta 3. Preview,
Common Tasks: )
Report Generated Export, Print
Create Root Folder _ . » _ . -
Create Root Repart 4 m J »

Screenshot 25 - Generating a report
1. From Reporting tab 3 Reports, right-click a report and select Generate Report .
2. Wait for the report to generate and view results in Preview Report section.

— | Reports can also be generated by selecting a report from the list and clicking
—.1 Generate Report at the top of the reporting page.

GFI EventsManager

Event log monitoring, management and archiving

Successful Logons Grouped By Users
Found 103 matching records.

The report is based on event 528(4624 - Vista/Longhorn ) - successful logon and event 540(4636 - Vista/Longhorn) - successful network logon. The report
shows all successful logons, enabling you to monitor the users successfully accessing the computers using various logon types, and at the same time
achieve compliancy with the legal acts which require monitoring of access to the company’s resources. The report is grouped by users thus providing a quick
view of the computers used by each user

TEMP 4624 An account was successfully logged on. ANOMYMOUS LOGON Metwork 20:09:05 2011-12-05
TEMP 4624 An account was successfully logged on. John Smith Metwork 20:11:21 2011-12-05
TEMP 4624 An account was successfully logged on. John Smith Metwork 20:11:21 2011-12-05

Screenshot 26 d Report sample
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5.6 Analyzing reports
E GFI EventsiManager EI@

File  Configure Help

Status Configuration Events Browser | Reporting | General
= A Send us feedback... W Open Guick Launch Console @) Help
=-C3) Account Usage -
----- 8 5cooscl Logons Grourls
..... ' ‘Successful Logons Grouy | Successful Logons Grouped By Users
'''' Failed Logons The report is based on event 528(4624 -\ista/Longhorn ) - successful logon and event 540(4635 - Vista/Longhorn)
""" ! Logoff Everts - successful network logon. The report shows all successful logons, enabling you to monitor the users successfully
----- " Account Lockouts accessing the computers using various logon types, and atthe same time achieve compliancy with the legal acts .
----- 11l Successful Logon Court |=
..... 11 Failed Logon Count on ez Generated Reports ’Geneiate Report ] [Show HTMLs V] ’ Clear All ]
----- & Top 10 Accounts which F
..... & Accounts which Failed to Name Size Creation Date File Ic
[-{3) Account Logons 20111205-20:3404 html 24546 bytes 05-12-2011 20:34:10  C:APy
-3 Account Management

7~ Policy Changes

-3 Object Access

H- Application Management
1~ Print Server

H-{7) Windows Event Log System
H-7) Events Trend

Y TR T N
| i | b

— GFI EventsManager

@ Event log monitoring, management and archiving

Besetfiter  [] Has Chat [ Ha:

| 11 | 2

Preview Report [F‘rirlt @] ’Open @] ’CIpen File Location -.@] [Exportto PDF @] [Delete'@'”

o O 0 o OO e O e OO e OO e I

-

Successful Logons Grouped By Users

Common Tasks: Found 103 matching records.

Create Root Folder
Create Hoot Report

Generate Report

The report is based on event 528(4624 - Vista/Longhomn ) - successful logon and event 540

(4636 - Vista/Longhom) - successful network logon. The report shows all successful logons
enabling you to monitor the users successfully accessing the computers using various logon -
Actions: < | m |

Screenshot 27 d Preview Report: Analyzing

The reporting system of GFI EventsManager comes with dedicated tools to help you analyze
and export reports . Once a report is generated, select it from the list of  Generated
Reports and use the common controls which help you run common report analysis
commands. The available tools are described below:

Table 19 6 Analyzying reports tools

OPTION DESCRIPTION

Use the Print option to view a print preview, configure printer settings and print
the selected report.

Use the Open button to open the selected report in a browser. GFl EventsManager
- uses your default browser to view reports in HTML.

[ Open File Location ] The Open File Location button enables you access the folder containing the
__ report for backup or archiving purposes.

[ Export to PDF [ ] Use Export to PDF to export the selected report to Portable Document Format.
Click Delete to remove a generated report from the list.

5.7 Creating custom reports

Creating custom reports requires attention while setting up conditions.  Conditions are set
to determine what is filtered and presented in  the report. Failing to configure conditions
properly generates unwanted noise and inaccurate information.

To create a new custom report:
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Common Tasks:

Create Root Folder
Create Root Report

1. Generate a
Report

2. Select a
Generated

3. Preview,
Export, Print

[ 6F1EventsManager oo s

File  Configure Help

Status Configuration Events Browser Reporting General

Reports: y

M Send us feedback... ¥ Open Quick Launch Conscle @) Help

=5
-3 Account Manad Generate Report r
(-3 Policy Changes t U5399
[-C0) Object Access ‘ ﬁ Create Report
(-3 Application Mar]
E-C5) Print Server g Create Folder fto Logon...
7)) Windows Event
[#-C3) Events Trend Rename F2 yrts Generate Report b | | Show HTMLs Clear Al
- Al Critical Mess
-3 Miscellaneous, x Delete Del Size Creation Date File location
&) PCI DSS Comp Copy Report Restrictions  Ctrl+Shift+C
(-3 GCSx Code of
-7 50% Compliand Copy Report Ctrl+C
(-3 HIPAA Complia i AP .
-0 GLBA Compiian Paste Report Restrictions  Ctrl+Shift+V — | .
E-{5) SharePoint Paste Report Ctrl+V

-3 Custom Reports - ) Open || | Open File Location ey | Exportto PDF Delete 'G‘

%" Properties
4 mn | 3 ~
Filter Reports: =
Quick Start Guide
Bleset filter [] Has Chart  [] Has Schedule

<

L1

| b

Screenshot 28 d Creating a new report

1. From Reporting tab 3 Reports, right-click a root folder/folder/root report and select
Create Report .
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Create Report @

General | Layout | Chart | Schedule | Options |

7| Create new Report to organize in a simpler way the collected
o events.

Mame:
My Mew Report

Description:

My new report description.

Select sart column :
Diate -

o )6 e EIEIEIEN

date Occured AND

time < 20:52:11 AND
importance = Crtical AND
log format = Test Logs

(add | (e | [Deete | [Gear | ]+

[ oK || Cancel || pply |

Screenshot 29 - Creating a report: General

2. From General tab, configure the options described below :

Table 20 6 Create Report dialog: General options

Name Enter a name for the new report.

Description Optionally, enter a report description.

Select sort column Specify sorting column name.

Ascending Select Ascending to sort you report content from A to Z (as opposed to Z
to A).

Add/ Edit / Delete / Clear Use buttons to configure your report conditions. For more information,

refer to Defining Restrictions.

E—[ Copy report restrictions from existing reports from Reporting tab 3 Reports.

. Right-click a report and select Copy Report Restrictions .

GFIEventsManage Reporting | 43



Create Report @

General | Layout ||:hart ISmedule |Optiuns|

=== [Check the columns that you wish to be visible and their names in

i=== the list view. Also you can customize the order of their

f=== appearance.

Column Headings: +

[ date [ Add Existing Column
| _Tltime
I J-limpurtan.:e [ Add Custom Calumn

I J-In.lle name

| J-Imnn'rtnred machine

]
)
[ Edit Custom Caolumn ]
)

L log format [ Remaove Caolumn
| r'log name
| J-Iew.rent id

| J-Iin wark hours

Template path
C:%Program Files"GFI\EvertsManager2012 Data" Templates'Del D

COpen location

oK || Cancel || fppty |

Screenshot 30 d Creating a report: Layout

3. Click Layout to add column headings that you want to be visible in your report. Use the
Up and Down arrow but tons to arrange the order of their appearance. For more
information, refer to Defining Column Headings
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Create Report @
| General | Layout | Chatt | Schedule | Options |
|se graphical charts
Place chart at [Eegining of Report "]
Chart type: [ Pie - ] '
|
Properties ——
|
¥ amds: [date T] E——
Y a:ds: [da-te - ] |
Showtable  [Query data -
Top 10
ok (o ] (oo

Screenshot 31 d Createing a report: Chart

4. (Optional) Click Chart tab and configure the options described below:

Table 21 & Create Report dialog: Chart options

OPTION DESCRIPTION

Use graphical charts

Place chart at

Chart type

Properties

Chart data

GFI EventsManage

Include a graphical chart to present your data as well as a text -based table.

Select between Beginning of Report and End of Report to place the chart
at the selected location.

Use the Chart type drop-down menu to select the type of chart to include in
your report. Select from:

»  Pie chart
»  Bar chart
»  Line chart.

Select the information to display in the Xand Y axis. The available options
are the column headings selected in Step 3.

This is the data used to construct the chart. It is a smal ler table that
contains counts and grouped data useful for charting.
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Create Report

[ Inherit from Parert

|Jse schedule

Generation Time

| General | Layout | Chart | Schedule | Options |

20:51:48

Recumance pattem

Weeldy

Recurevery |1

=\ week(s) on:

Sunday Monday [ Sunday [] Wednesday

[] Thursday Friday Saturday
Send report by email to:
EventsManagerAdministrators
Configure
OK || Cancel || Appy

Screenshot 32 d Createing a report: Schedule

5. Click Schedule tab and configure the options described below:

Table 22 ¢ Create Report dialog: Schedule options

OPTION DESCRIPTION

Inherit from Parent

Use schedule

Generation time

Recurrence pattern

Send report by email to

46 | Reporting

Select this option when the new folder is part of a root folder that
already has scheduling configured.

Select Use Schedule to enable scheduling of the reports contained in
the new folder.

Specify the time when reports are generated.

Specify the frequency of when the report is generated. Select from
Daily, Weekly or Monthly pattern and configure the respective
parameters.

Select this option to enable email notifications. Click Configure to
select the users from the Select

NOTE Configure alerting options before using this feature . For more
information, refer to Configuring Alerting Options.
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Create Report @
| General | Layout | Chart_| Schedule | Options |
Tanget path
C:\Reports D
Generate options
Range pattem Relative v]
[Last 7 Days -
Today
(L
This Mortth
Last Morth
o) (o) o

Screenshot 33 d Createing a report: Options

6. Click Options tab. From Target path , specify destination path where the new report is
saved when it is generated.

7. From Generate options 3 Range pattern , select the relevant pattern from which data
is used to generate the new report.

8. Click OKto save your settings.

5.7.1 Defining Restrictions

Report restrictions are used to define what is filtered and presented in your reports. To
configure conditions:
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Create Report

General | Layout | Chatt | Schedule | Options |

1| Create new Report to organize in a simpler way the collected
I events.

MName:
My Mew Report

Description:

My new report description.

Select sort column :

D =)0 e ENEIEIEN

Date - Ascending

date Occured AND

time < 20:52:11 AND
impartance = Critical AMD
log format = Text Logs

M[E‘m“ne‘e‘te][ﬂear] 4]+

| oK || cancel || Apply

)

Screenshot 34 - Creating a report: Adding conditions

1. From the Create View / Create Report dialog, click Add to launch the Edit Query

Restriction dialog.
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Edit Query Restriction ==

Field Mame: importance
Select field name:
date in wark hours Iu:ug-:ltf pread E
time intemal timestamp In:-gnﬁ bwrite E
t'_.rpe session id E
n_||e name isadmin entry id f
mu:un'rt-:ureu:l machine -:Iesu:riptiu:un id statement id f
Il:ug format timestamp retum code E
Iu:ug name @Ingnﬁ time sessiu:un cpu E
euent id Iu:ugu:ltf Iread extended timestamp E

1 [ P
Field operatar: [Equal Ta ']
Field value: [Undass’rfied v]
OK || Cancel |

Screenshot 35 - Creating a report: Edit Query Conditions

2. From the list of available fields, select a field.

— | Optionally, you can key in the name in the Field Name text b ox to search for the
\—1 required field.

3. Yecify a Field Operator for the selected field. Available operators include:

Table 23 8 Defining restrictions: Field Operators

Equal To When the event field is eq ual to the value configured.

Less than When the event field is has a smaller value than the value configured.
Greater than When the event field is has a larger value than the value configured.
Occurred (Related to When the event field date occurred before the value date.

date/time fields)

Like When the event field has similar text as the value text.

Contains When the event field contains the value text.

Value in List When the event field is equal to one of the values in a list.

4. Specify a Field Value for the selected field and field operator. Some fields have
predefined values while others require you to specify a value.

5. Click OK to save your restriction .

Copy report restrictions from ex isting reports from Reporting tab 3 Reports.
Right-click a report and select Copy Report Restrictions .

=
— | Repeat this step until all your restrictions are defined.
_—'.'
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P

Create Report

General | Layout | Chatt | Schedule

Mame:

Create new Report to organize in a simpler way the collected
Eeverts.

Create Report

Description:

Select sort column :

- Ascending

nEnn

description id = 11211

[ ) (et | (oete) (oot )} t[+]

| ok || camesl || pply |

Screenshot 36 d Customizing the condition

6. Once all the restrictions are defined, use the options described below to customize the
condition to further suite your requirements:

Table 24 6 Defining restrictions: Query Condition tools

OPTION DESCRIPTION

AND

OR

AND NOT

OR NOT

+(

+)

-(

-)
Add
Edit
Delete

Clear

50 | Reporting

Select the condition to configure and select AND. The selected condition AND the
following condition(s) must be met for the query to be valid.

Select the condition to configure and select OR The selected condition OR the
following condition(s) must be met for the query to be valid.

Select the condition to configure and select AND NOT This means that the
selected condition has to match the restriction parameters but the following
conditions must not.

Select the condition to configure and select OR NOT This means that the selected
condition has to match the restriction parameters OR the following conditions
must not.

Cl i € k1o @&dd an opening bracket to the selected ¢ ondition. Conditions
enclosed in brackets are processed first.

Cl i € ko @dd a closing bracket to the selected condition. Conditions enclosed
in brackets are processed first.

Cl i <(kéo rémove an opening bracket from the selected conditi on.

C|l i <)kib rémove a closing bracket from the selected condition.

Click Add to launc h the restrictions dialog and add more fields to the condition.
Click Edit to access the restrictions dialog and customize the selected condition.
Click Delete to delete a condition.

The Clear button deletes all the query conditions.
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OPTION DESCRIPTION

Up arrow Use the Up arrow key to move the selected condition up in the list.

Down arrow Use the Down arrow key to move the selected condition down int he list.

7. Click OKto save your settings.

57.2 Defining column headings

GFI EventsManager enables you to create custom columns through the Add Custom
Columns dialog. This dialog allows you specify conditions, create a new field and add them
to your report (s). Also based on conditions, this dialog enables you to further customize
existing or new reports.

To add custom columns:

1. From Reporting tab 3 Actions, click Create Report.

2. Click Layout tab 3 Add Existing Column, to add default columns.

3. Click Add Custom Column to launch the Add Custom Columns dialog.

Add Custom Column

[=]
Column name:
Iz Visible
[ Is Group
Column definitions: + |+
Field Name Fitter Ad

Add Definition... ==

A
(@ Field Mame  New Field Name hd
© Fed Vale

() Special Column | Qccured

Edit restrictions:

[ (TR ENEIEN B
date Occured OR |

time = 21:03:25 AND
rule name = New Rule AND
log format = Text Logs

[Add | [ Edt | [Delete | [ Cear ] t[+]

| oKk || Cancel |

Screenshot 37 & Define custom column conditions

4. From the Add Custom Column dialog click Add.
5.Fromthe Add De f i dialog, coofigute the options described below:
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Table 25 8 Add Column Definition options

Field Name Specify a name for the new field.
Fixed Value Select Fixed Value if the value of the new fie Id is going to be fixed. Specify a value

as a field name. For example, t o check that events always occur after 5pm, specify
5 as the fixed value instead of defining a time field and assign a value of 5.

Special Column Special columns are predefined column s that may be used in your condition.

Edit restrictions This section enables you to add, edit or delete field restrictions. For more
information, refer to Defining Restrictions.

6. Click OK to save your settings.

5.8 Daily Digest

GFI EventsManager can be configured to send a summary report by email on a daily basis.
The report contains a summary of the most important events collected and processed
during the last 24 hours. To configure a user to receive Daily Digest emails:

1. Launch GFI EventsManager and selectConfiguration tab 3 Options. Expand Users and
Groups and select Users.

2. Right-click a user from the right pane and select Properties .
3. Select General tab and ensure that a valid email address is configured.

4. Open Alerts tab and select Send daily report via email.

-

EventsManagerAdministrator Properties @

| General | Waarking Hours | Alerts | Member Of | Pri'u'ileges|

4

D

Specify the types of alerts this user is to receive

Specify the types of alerts this user should receive for events which
happen durng working hours or outside warking hours.

During working Dutside of working

hiaurs hiaurs
Email alerts:
Metworlc message alerts:
SMS alers:

Send daily report via email at |12:00:00 PM (£ Tell me more...

OK || Cancel || mppy |

Screenshot 38 - Daily Digest email settings

5. Configure the time when the Daily Digest email is sent.

6. Click OK.

— | For more information, refer to Configuring users and groups
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Screenshot 39 - Daily digest emai

SECTION DESCRIPTION

The start and end date of the report. The report displays the most important events
collected by GFI EventsManager beween the start and end date.

o The number of Critical and High events collected in the last 24 hours.
This graph provides statistical information a bout critical events collected from all
event sources in the last 24 hours.

5.9 Settings report

GFI EventsManager enables you to generate settings reports on event source groups. The
provided information is described in the table below:

Table 26 8 Settings report heading information

HEADING DESCRIPTION

Group name The name of the group the report is based on.
Computer name A list of every event source in the selected group.

Scan intervals Scanning interval for every event source in the selected group; shown in Days : Hours :
Minutes : Seconds.

Rules folder Provides a list of rule categories applied to the selected group, such as:
»  Noise reduction
»  Security
»  System health
»  PCI DSS requirements

Rule sets A granular list of rules applied on the selected group.
To generate settings report:

1. Click Configuration tab 3 Event Sources
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