2. Installing GFI LANguard Network
Security Scanner

System requirements

Install GFI LANguard N.S.S on a computer that meets the following
requirements:

e Windows 2000 (SP4), XP (SP2), 2003, 2008, VISTA (SP1), XP
(SP3) operating system.

e Internet Explorer 5.1 or higher.

e Client for Microsoft Networks component - included by default in
Windows 95 or higher.

NOTE: For more information on how to install the Client for Microsoft
Networks component refer to the ‘Installing the Client for Microsoft
Networks component on Windows 2000 or higher’ section in the
‘Miscellaneous’ chapter.

e Secure Shell (SSH) - included by default in every Linux OS
distribution pack.

Firewall considerations

Firewalls installed on either the host or target computer(s) will interfere
with the operations of GFI LANguard N.S.S.

You must either:

o Disable the firewall software on the host/target computer(s)
Or

e Use the Windows Internet Connection Firewall domain policies to
configure the necessary ports and services required by GFI
LANguard N.S.S. to operate correctly. For more information on
how to configure Active Directory policies to support scanning
of/ffrom computers running the Windows Internet Connection
Firewall XP SP2 or 2003 SP1) visit:
http://kbase.gfi.com/showarticle.asp?id=KBI1D002177.

Installation procedure

To install GFI LANguard N.S.S. 8:
1. Double-click on languardnss8.exe and click Next.

2. Read the licensing agreement carefully. To proceed with the
installation, select the ‘Accept the Licensing agreement’ option and
click Next.

3. Specify licensing details and click Next to continue.
NOTE: Default key allows 10 days evaluation.
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GFI LANguard Hetwork Securty Scanner 8.0 - Install5hield Wizard

User Account Information

Pleaze enter required data

The GFI LAMguard M.5.5. attendant service handles scheduled securnity scans and
rcheduled updates of configuration filez. [t is recommended to run the attendant zervice
under a domain administratar account.

Set up the GFI LAMguard M.5.5. attendant service to run under

Account: IEDrpnratiun\administfatnr

PaSSWD[d' Ixxxxxxxxxxxxxxxxx

Confirm pazsward:

Ixxxxxxxxxxxxxxxxai

MOTE: Specify the user name in the farmat ‘DOMAINSadministrator.

| gballEteld

< Back | Mewst » I Cancel

Screenshot 5 - Specify domain administrator credentials or use local system account

4. If GFI LANguard N.S.S. is already running on your system you will
be asked to upgrade to a newer version or build.

NOTE: For more information refer to ‘Upgrading earlier versions of
GFI LANguard N.S.S.’ section within this chapter.

5. Specify the service account under which GFI LANguard N.S.S. will
be running and click Next.

NOTE 1: GFI LANguard N.S.S. requires administrative privileges to
scan network computers.

NOTE 2: For more information on how to specify different
administrator credentials on a computer-by-computer basis refer to the
‘Computer Profiles’ section in this manual.
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GFI LANguard Hetwork Security Scanner 8.0 - InstallShield Wizard

Installation Type

Choose the installation type that best suits your needs.

Chooze a databaze in which GF LaRNgquard Metwork Securty Scanner 8.0 will stare the zcan
information. The zcan information can be stored in:

" Microsoft Access [MS Acoess does NOT need to be installed).
* Microsoft SOL Server 2000 or higherMSDE 2000

Mote: Far larger networks it iz recommended that you use Microgoft SOL server (2000 or
higher] ar MSDE 2000. MSDE i provided for free on the Microzoft Office $P/2003 CO.
For more information pleaze zee the manual.

< Back Hewt > | Cancel

Screenshot 6 - Choose database backend

6. Select database backend to use when storing network audit results
and click Next.

NOTE: We recommend the use of Microsoft SQL Server Express or

higher.
GFI LANguard Hetwork Security Scanner 8.0 - Install5hield Wizard

Databasze Server

Select database server and authentication method.

Select the databaze server to inztall to from the lizt below or click Browse to zee a lizt of all
databaze servers. You can also zpecify the way to authenticate your login uging your current
credentials or a SOL Login 1D and Pazsword.

Databaze Server

j Browse. .

Connect uzing:
{* Windows authentication

" SOL Server authentication using the Lagin 10 and password below

Login |0 |

Pazsword: |

< Back Hext > | Cancel

Screenshot 7 - Specify SQL Server details

7. If Microsoft SQL Server is selected, specify SQL server details and
authentication method. Click on Next to continue.

NOTE: GFI LANguard N.S.S. services require administrative
privileges over the SQL Server database backend.
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GFI LANguard Hetwork Security Scanner 8.0 - InstallShield Wizard

Mail Settings

Enter admirizstrator email and SMTP mail server settings

Flease enter the details of the SMTP zerver and email address which are to be uzed by GFI
LAMguard Mebwork Security Scanner 8.0 for email notifications on zchedule scan reports.

Frorm: |LN55@1 27001

SMTP server: |'| 27.001 Pot: |25

o+ SMTP server does not require authentication.

To |administrator@|ocalhust

" SMTP server requires authentication.

SMTP User |

SMTP Password: | Verify mail seftings |

< Back

Cancel |

Screenshot 8 - Specify alerting email address and mail server details

8. Specify the SMTP mail server details and email address where
administrator notifications will be sent. Click on Next to continue.

GFI LANguard Hetwork Security Scanner 8.0 - Install5hield Wizard

Patch Management Languages

Select the Languages for patch management

To reduce the size of downloads, GFl LAMguard Metwark. Secunity Scanner 8.0 iz configured
to detect and deploy the Englizh verzion of mizzing Microzoft zoftware updates. Select any
additional operating system languages which are deploved on pour netwark:

icrozoft Software Updates - English Werzion i‘
Microzoft Software Updates - German Yersion

Microzoft Software Updates - French Werzion

ticrogzoft Software Lpdates - kalian Yersion

icrogzoft Software Updates - Spanizh VYersion

IS[ hdimrmnmbt Cabbiars | lndzbas - deshis Uarsine hd
1 r k

The zelected language filez are downloaded and updated periodically from GFI zite GF
LaMguard Metwork Secunty Scanner 8.0 automatically checks for updatez at application
startup.

< Back Hext > | Cancel

Screenshot 9 - Specify patch languages

9. Select the patch management languages that will be supported by
GFI LANguard N.S.S. and click Next.

10. Specify the installation path for GFI LANguard N.S.S. and click
Next.

11. Click Finish to finalize the installation.
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Upgrading earlier versions of GFl LANguard N.S.S.

You can upgrade earlier versions (5, 6, and 7) of GFI LANguard
N.S.S. and retain the current custom scan profiles, scheduled scan
details, mailserver settings and the scan results database.

To achieve this:
1. Launch GFI LANguard N.S.S. installation.

GFI LAMguard Network Security Scanner 8.0 i

Import Scanning Profiles < + |
Impart scanning profiles from an older installation ]}4-1

Presvious installation of GFI Lakguard Metwark Security Scanner detected. Do pau want bo
import your previous scanning profiles ar make a clean install?

Mo, make a clean install,

& Import only new prafiles created by user [da nat include the default scanning profiles |

¢ [mport allfscarmmmg profiles. Henameam pratile which has the same mame a8 Hiatafam
afteidefanr scantinG prafes shpped with thismetal atemn

0 [ mprrt all ecartitg prafiles: Eyente detault prefiles shipped it s nstallaton

¥ Import tool configuration data [scheduled scans, mailzerver settings, scanresults DE etc)

| FietallEhreld

< Back I Hext » I Cancel

Screenshot 10 - Choose import options

2. When prompted select the required import options.

3. Continue installation by following the instructions listed in the
installation procedure section above.

NOTE: Evaluation versions and older builds of GFI LANguard N.S.S.
8 can be upgraded to the latest build using the same method.

Entering your license key after installation

The unregistered, evaluation version of GFl LANguard N.S.S. expires
after 10 days and is feature-limited. For a list of restrictions that apply
to the feature-limited version of GFI LANguard N.S.S., please visit:
http://kbase.qgfi.com/showarticle.asp?id=KBID003081.
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Eorimgurdnsseo |

. Enter a GFI LaM guard Metwork Secunty Scanner licenze key in the zpace
@ provided below.

License key

E valuation

Current licenze type o 10-day feature-limited [Unlimited [Pz licenze)
Ewaluation days remaining 0 days [expired on 22/10/2007)

*Caution: Metwork vulnerability zcanning and patch management features have now been
dizabled, making your network highly wulherable to hacker and malware attacks!

Thiz trial verzion has expired. Ta extend pour trial penad to 30 daps clhick on “Extend evaluation'
of click “Buy now!™ to acquire unlimited netwark vulherability zcanning and patch management

SEMVICES,
u Extend evaluation ] Buy now! ]

0. LCancel |

Screenshot 11 — General licensing node

When you obtain the 30-day evaluation key or the purchased licensed
key, you can enter your license key without re-installing or re-
configuring the product. To achieve this:

1. Launch GFI LANguard N.S.S. management console
2. Click on Configuration (upper-left of the management console)
3. Select General » Licensing.
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