
 

 GFI LANguard 9 

Manual 

 

 

 

 

 

 

 

 

By GFI Software Ltd. 

 
 
 



 

 

http://www.gfi.com 

Email: info@gfi.com 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 

Information in this document is subject to change without notice. 
Companies, names, and data used in examples herein are fictitious 
unless otherwise noted. No part of this document may be reproduced 
or transmitted in any form or by any means, electronic or mechanical, 
for any purpose, without the express written permission of GFI 
SOFTWARE LTD. 

 

GFI LANguard is copyright of GFI SOFTWARE LTD. 2000-2009 GFI 
SOFTWARE LTD. All rights reserved. 

 

Last updated: 4TH September 2009 

Version: LANSS-ACM-EN-01.00.00 



GFI LANguard 9 user manual Introduction ¶ i 

 

Contents 

1. Introduction 1 

1.1 Introduction to GFI LANguard 1 
1.2 GFI LANguard components 1 
1.3 Vulnerability management strategy 2 

2. Step 1: Performing an audit 3 

2.1 Introduction 3 
2.2 Network Scanning options 4 
2.3 Quick Scan 5 
2.4 Full Scan 6 
2.5 Custom scan 7 
2.6 Setting up a scheduled scan 10 

3. Step 2: Analyzing the security scan results 17 

3.1 Introduction 17 
3.2 Scan summary 17 
3.3 Vulnerability level rating 18 
3.4 Detailed scan results 18 
3.5 Detailed scan results: Vulnerability assessment 19 
3.6 Detailed scan results: Network & Software Audit 21 
3.7 Displaying and sorting scan categories 28 
3.8 Saving scan results 30 
3.9 Scan filters 31 
3.10 Results comparison 37 
3.11 Reporting 40 

4. Step 3: Fixing vulnerabilities 43 

4.1 Introduction 43 
4.2 Patch management 45 
4.3 Deploying missing updates 46 
4.4 Deploying custom software 51 
4.5 Uninstall applications 54 
4.6 Remote remediation 55 
4.7 Automatic Remediation 56 

5. GFI LANguard dashboard 59 

5.1 Introduction 59 
5.2 Viewing the global security threat level 59 
5.3 Monitoring scheduled activity 60 

6. Configuring GFI LANguard 63 

6.1 Introduction 63 
6.2 Scheduled Scans 63 
6.3 Computer profiles 65 
6.4 Applications inventory 67 
6.5 Application auto-uninstall 69 
6.6 Configuring Microsoft updates 71 



6.7 Configuring alerting options 75 
6.8 Database maintenance options 75 
6.9 Importing and Exporting Settings 81 
6.10 Program updates 82 

7. Scanning Profiles 87 

7.1 Introduction 87 
7.2 Scanning profile description 87 
7.3 Creating a new scanning profile 92 
7.4 Configuring vulnerabilities 93 
7.5 Configuring patches 100 
7.6 Configuring TCP port scanning options 102 
7.7 Configuring UDP port scanning options 103 
7.8 Configuring system information retrieval options 104 
7.9 Configuring the attached devices scanning options 105 
7.10 Scanning for USB devices 108 
7.11 Configuring applications scanning options 109 
7.12 Configuring the security scanning options 113 

8. Utilities 115 

8.1 Introduction 115 
8.2 DNS lookup 115 
8.3 Traceroute 117 
8.4 Whois 118 
8.5 Enumerate computers 119 
8.6 Enumerate users 121 
8.7 SNMP Auditing 122 
8.8 SNMP Walk 123 
8.9 SQL Server Audit 123 

9. Using GFI LANguard from the command line 125 

9.1 Introduction 125 
9.2 Using ólnsscmd.exeô - the command line scanning tool 125 
9.3 Using ódeploycmd.exeô - the command line patch deployment tool 127 
9.4 Using óimpex.exeô - the command line import and export tool 128 

10. Adding vulnerability checks via custom conditions or scripts 131 

10.1 Introduction 131 
10.2 GFI LANguard VBscript language 131 
10.3 GFI LANguard SSH Module 134 
10.4 Python scripting 136 

11. Miscellaneous 139 

11.1 Introduction 139 
11.2 Enabling NetBIOS on a network computer 139 
11.3 Installing the Client for Microsoft Networks component on Windows 2000 or 
higher140 
11.4 Configuring Password Policy Settings in an Active Directory-Based Domain 142 
11.5 Viewing the Password Policy Settings of an Active Directory-Based Domain 147 

12. GFI LANguard certifications 149 

12.1 Introduction 149 
12.2 About OVAL 149 
12.3 About CVE 150 

13. Troubleshooting 153 

13.1 Introduction 153 
13.2 The Troubleshooting wizard 153 



GFI LANguard 9 user manual Introduction ¶ iii 

13.3 Knowledge Base 155 
13.4 Web Forum 155 
13.5 Request technical support 155 
13.6 Build notifications 156 

Index 157 





 

GFI LANguard 9 user manual Introduction ¶ 1 

1.  Introduction 

1.1  Introduction to GFI LANguard 

GFI LANguard is a security scanning, network auditing and 
remediation application that enables you to scan and protect your 
network through: 

¶ Identification of system and network weaknesses using a 
comprehensive vulnerability check database, which includes tests, 
based on OVAL, CVE and SANS Top 20 vulnerability assessment 
guidelines. 

¶ Auditing of all hardware and software assets of your network, 
enabling you to create a detailed inventory of assets. This goes as 
far as enumerating installed applications as well as USB devices 
connected on your network.  

¶ Enabling automatic download and remote installation of service 
packs and patches for Microsoft operating systems and third party 
products as well as automatic un-installation of unauthorized 
software. 

1.2   GFI LANguard components 

GFI LANguard is built on an architecture that allows for high reliability 
and scalability, which caters for both medium to larger sized networks. 

GFI LANguard consists of the following components: 

GFI LANguard management console 

The management console is the GUI through which all GFI LANguard 
administration and functionality is accessed including:  

¶ Triggering of network security scans, patch deployment and 
vulnerability remediation sessions. 

¶ Viewing of saved and real time security scan results. 

¶ Configuration of scan options, scan profiles and report filters. 

¶ Use of specialized network security administration tools. 

GFI LANguard attendant service 

GFI LANguard attendant, is the background service that manages all 
scheduled operations including scheduled network security scans, 
patch deployment and remediation operations.  

GFI LANguard patch agent service 

GFI LANguard patch agent is the background service that handles the 
deployment of patches, service packs and software updates on target 
computers.  

GFI LANguard Script Debugger 
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The GFI LANguard Script Debugger is the module that allows you to 
write and debug custom scripts using a VBScript-compatible 
language. 

 
Screenshot 1 - GFI LANguard script debugger 

Use this module to create scripts for custom vulnerability checks 
through which you can custom-scan network targets for specific 
vulnerabilities.  

GFI LANguard script debugger is accessible from Start Ʒ Programs 
Ʒ GFI LANguard 9.0 Ʒ GFI LANguard Script Debugger. 

1.3  Vulnerability management strategy 

It is recommended to use the following sequence for an effective 
vulnerability management strategy: 

1. Scan: For more information, refer to the Step 1: Performing an 
audit section in this manual. 

2. Analyze: For more information refer to the Step 2: Analyzing the 
security scan results section in this manual. 

3. Remediate: For more information, refer to the Step 3: Fixing 
vulnerabilities  section in this manual. 
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2.  Step 1: Performing an audit 

2.1  Introduction 

Security scans/audits enable you to identify and assess possible risks 
within a network. Auditing operations imply any type of checking 
performed during a network security audit. This includes open port 
checks, missing Microsoft patches and vulnerabilities, service 
information, user or process information and more.  

Overview of the scanning process 

The automated scanning process has three distinct stages.  

 

Stage 1  

Determine availability 

of target computer 

Determining whether target computers, is 

reachable and available for vulnerability scanning. 

This is determined through connection requests, 

sent in the form of NETBIOS queries, SNMP 

queries and/or ICMP pings. 

Stage 2  

Establish connection 

with target device 

Establish a direct connection with the target 

computer, by remotely logging on to it. To execute 

a scan, GFI LANguard must logon target 

computers with administrator privileges. 

Stage 3  

Execute vulnerability 

checks 

Execute the vulnerability checks configured within 

the selected scanning profile and identify present 

security weaknesses.  



 

4 ¶ Step 1: Performing an audit GFI LANguard 9 user manual 

2.2  Network Scanning options 

GFI LANguard includes default configuration settings that allow you to 
run immediate scans soon after the installation is complete.  

 
Screenshot 2 ï Scan Options 

GFI LANguard ships with preconfigured scanning options. These 
options are located in the Network Audit tab, which opens by default 
every time that the GFI LANguard management console is launched.  

Parameters preconfigured in these default-scanning options include 
the scan profile. Scan profiles are a collection of vulnerability checks 
that determine what vulnerabilities will be identified and which 
information will be retrieved from scanned targets.  

The default scanning options provide quick access to the following 
scanning modes: 

¶ Quick scan: Scanning mode set to audit target computers for 
system information and high security vulnerabilities only (including 
missing Microsoft updates). The scanning profile used in this 
scanning option is by default set to óHigh Security Vulnerabilitiesô. 

¶ Full scan: Scanning mode set to audit target computers for 
system information and all possible security vulnerabilities. The 
scanning profile used in this scanning option is by default set to 
óHigh Security Vulnerabilitiesô. 

¶ Launch a custom scan: Scanning mode, which allows you to 
configure (on the fly) the parameters to be used during a scan. 
Configuration is wizard assisted and configurable parameters 
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include scanning profile. For more information on how to execute a 
custom scan, refer to the Custom scans section in this manual. 

¶ Set up a scheduled scan: Scanning mode, which allows you to 
audit target computers at configurable time intervals. For more 
information on how to set scheduled scans, refer to Scheduled 
scans section in this manual. 

Important notes 

1. If Intrusion Detection Software (IDS) is running during scans, GFI 
LANguard will set off a multitude of IDS warnings and intrusion alerts 
in these applications. If you are not responsible for the IDS system, 
make sure to inform the person in charge about any planned security 
scans.  

2. In most cases, vulnerability scans will generate different event log 
entries across diverse systems e.g. UNIX logs and web servers logs 
will all detect GFI LANguard scans as intrusion attempts triggered 
from the computer running GFI LANguard. 

3. To successfully execute a scan, GFI LANguard must remotely 
logon to target computers with administrator privileges. 

4. For large network environments, a Microsoft SQL Server/MSDE 
database backend is recommended instead of the Microsoft Access 
database.  

5. When submitting a list of target computers from file, ensure that file 
contains only one target computer name per line. 

2.3  Quick Scan 

During a quick scan, GFI LANguard will analyze target computers and 
retrieve setup information and missing updates including: 

¶ Missing Microsoft Office patches 

¶ Missing Microsoft Windows service packs 

¶ System information (Software) including OS details and settings, 
open ports and open shares. 

¶ System information (Hardware) including Network card details 
(e.g. MAC address) and any USB devices connected. 

Quick Scans have relatively short scan duration times compared to 
the Full Scan ï mainly because only a subset of the entire vulnerability 
checks database is performed. It is recommended to run a Quick Scan 
at least once a week. 

When to use Quick Scans? 

It is recommended to use Quick scans: 

¶ When performing a first time scan since these provide in a very 
timely fashion, a sample of the information that GFI LANguard can 
extract from target computers. 

¶ To run daily network audits of multiple network machines since it is 
non-intrusive and does not overload network 
infrastructure/bandwidth. 

¶ To retrieve system information and to scan only for high security 
vulnerabilities.
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2.3.1  How to launch a Quick Scan 

To run a quick scan: 

1. Launch the GFI LANguard management console from Start Ʒ 
Programs Ʒ GFI LANguard 9.0 Ʒ GFI LANguard.  

2. From the Network Audit Ʒ Scan tab which opens by default, click 
on the Quick Scan option.  

3. Specify the target computer to be scanned by selecting one of the 
following options:  

¶ Scan this computer ï Use this option to scan local host. 

¶ Scan another computer - Use this option to scan a specific 
computer. Parameters required are target computer name or IP. 

¶ Scan entire domain/workgroup ï Use this option to scan the 
domain/workgroup to which your local host is joined. 

4. Click Next. 

5. Specify the credentials that GFI LANguard will use to logon to target 
computers. GFI LANguard must logon to target computers with 
administrator privileges. 

6. Click Scan to start the process. 

2.4  Full Scan 

During a full scan, GFI LANguard will scan target computers to 
retrieve setup information and identify all security vulnerabilities 
including: 

¶ Missing Microsoft updates 

¶ System information (Software) including unauthorized applications, 
incorrect anti-virus settings and outdated signatures. 

¶ System information (Hardware) including modems and USB 
devices connected. 

Due to the large amount of information retrieved from scanned targets, 
Full Scans tend to often be lengthy. It is recommended to run a Full 
Scan at least once every 2 weeks. 

When to use Full Scans? 

It is recommended to launch Full Scans: 

¶ At least once every 2 weeks to run network audits on multiple 
network machines.  

¶ To retrieve system information and to scan targets for all 
vulnerabilities. 

¶ Whenever new threats emerge. 

¶ Whenever suspicious activity is noticed. 

2.4.1  How to launch a Full Scan 

1. Launch the GFI LANguard management console from Start Ʒ 
Programs Ʒ GFI LANguard 9.0 Ʒ GFI LANguard  

2. From the Network Audit Ʒ Scan tab which opens by default, click 
on the Full Scan option.  
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3. Specify the target computer to be scanned by selecting one of the 
following options:  

¶ Scan this computer ï Use this option to scan local host 

¶ Scan another computer - Use this option to scan a specific 
computer. Parameters required are target computer name or IP. 

¶ Scan entire domain/workgroup ï Use this option to scan the 
domain/workgroup to which your local host is joined. 

4. Click Next. 

5. Specify the credentials that GFI LANguard will use to logon to target 
computers. GFI LANguard must logon to target computers with 
administrator privileges. 

6. Click Scan to start the process. 

2.5  Custom scan  

A custom scan is a network audit based on parameters, which you 
configure on the fly before launching the scanning process. Various 
parameters can be customized during this type of scan including: 

¶ Type of scanning profile to use (i.e. the type of checks to 
execute/type of data to retrieve). 

¶ Scan targets 

¶ Logon credentials 

In custom scans, scan profiles are organized under 3 profile groups: 

¶ Vulnerability assessment: This group contains profiles that scan 
target computers for network threats based on guidelines provided 
by OVAL/CVE and SANS TOP20 bulletins. 

¶ Network & Software audit: This group contains profiles that scan 
target computers for system information such as OS information, 
installed applications and USB devices connected. 

¶ Complete/Combination scans: This group contains Full Scan 
profiles that audit target computers for a wide-array of threats and 
system information. 

When to use Custom Scans? 

It is recommended to use custom scans: 

¶ When performing a onetime scan with particular scanning 
parameters/profiles. 

¶ When performing a scan for particular network threats and/or 
system information. 

¶ To perform a target computer scan using a specific scan profile. 

2.5.1  How to launch a Custom Scan 

To perform a custom scan:  

1. Launch the GFI LANguard management console from Start Ʒ 
Programs Ʒ GFI LANguard 9.0 Ʒ GFI LANguard. 

2. From the Network Audit Ʒ Scan tab which opens by default, click 
on the Launch a Custom Scan option.  
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 Screenshot 3 ï Scan profile groups 

3. Select the scan profile group, applicable to the type of information 
to be retrieved from targets, and click Next. E.g. to audit targets for 
USB devices connected, select the Network & Software Audit 
option. 

 
 Screenshot 4 - Custom Scan Wizard Scan type 

4. Select the profile to use during this scan and click Next. 
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Screenshot 5 - Target computer categories 

5. Select one of the following options and click Next: 

¶ Scan a single computer ï Select this option to scan local host or 
one specific computer 

¶ Scan a range of computers ï Select this option to scan a number 
of computers defined through an IP range. For more information, 
refer to http://kbase.gfi.com/showarticle.asp?id=KBID002749. 

¶ Scan a list of computers ï Select this option to import list of 
targets from file or to select targets from network list. 

¶ Scan computers in text file ï Select this option to scan targets 
enumerated in a specific text file. 

¶ Scan a domain or workgroup ï Select this option to scan all 
targets connected to a domain/workgroup. 

6. Specify the respective target computer(s) details and click Next. 

http://kbase.gfi.com/showarticle.asp?id=KBID002749
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Screenshot 6 - Specify the scan job credentials  

7. Specify the authentication details to use during this scan.  

8. Click Scan to start the audit process. 

2.6  Setting up a scheduled scan  

A scheduled scan is a network audit, which is scheduled to run 
automatically on a specific date/time and at a specific frequency. 
Scheduled scans can be set to execute once or periodically. 
Scheduled scan status can be monitored via Dashboard Ʒ 
Scheduled Operations tab.  

Scheduled scans can also be configured to: 

¶ Automatically download and deploy missing Microsoft updates 
detected during the scheduled audit 

¶ Trigger Email notifications on detection of network threats 

¶ Generate consecutive-scan comparison reports and distribute 
these automatically via email. 

¶ Automatically uninstall unauthorized applications. 

When to use Scheduled Scans? 

It is recommended to use scheduled scans: 

¶ To automatically perform periodical/regular network vulnerability 
scans using same scanning profiles and parameters 

¶ To automatically trigger scans after office hours and generate 
alerts and auto-distribution of scan results via email. 

¶ To automatically trigger auto-remediation options, (e.g. Auto 
download and deploy missing updates). 

NOTE: For more information on auto-remediation options refer to the 
Automatic remediation 
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NOTE: To enable routine scanning of network targets as part of an 
established network auditing program such as auditing for legal 
compliance. Ensure that the GFI LANguard Attendant service is 
running otherwise scheduled operations will fail to start. 

2.6.1  How to setup a Scheduled Scan 

To perform a scheduled scan:  

1. Launch the GFI LANguard management console from Start Ʒ 
Programs Ʒ GFI LANguard 9.0 Ʒ GFI LANguard  

2. From the Network Audit Ʒ Scan tab which opens by default, click 
on the Set Up a Scheduled Scan option.  

 
Screenshot 7 - New Scheduled Scan dialog 

3. Select one of the following options and click Next: 

¶ Scan a single computer ï Select this option to scan local host or 
one specific computer 

¶ Scan a range of computers ï Select this option to scan a number 
of computers defined through an IP range. For more information 
refer to: http://kbase.gfi.com/showarticle.asp?id=KBID002749 

¶ Scan a list of computers ï Select this option to manually create a 
list of targets, import targets from file or select targets from 
network list. 

¶ Scan computers in text file ï Select this option to scan targets 
enumerated in a specific text file. 

¶ Scan a domain or workgroup ï Select this option to scan all 
targets connected to a domain/workgroup. 

4. Specify the respective target computer(s) details and click Next. 

http://kbase.gfi.com/showarticle.asp?id=KBID002749
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Screenshot 8 - Scan frequency 

5. Specify date/time/frequency of scheduled scan and click Next. 

6. Specify the scan profile to be used in the scan. 

7. Click Next. 

8. Specify logon credentials and click Next 

 
Screenshot 9 - Scheduled scan auto-remediation options 

9. (Optional) Select Automatically uninstall unauthorized 
applications so that all applications validated as unauthorized, will be 
uninstalled from the scanned computer (unauthorized applications are 
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defined in Application Inventory). For more details see Application 
auto-uninstall 

10. (Optional) Click View applications which this scan will 
uninstall. To launch the Applications which will be uninstalled 
dialog. This will list all the applications that will be uninstalled when the 
scheduled scan is finished. 

11. (Optional) Click Configure auto-remediation option to configure 
the processes that must be triggered before and after a deployment of 
an application. For more information, refer to Deployment options.  

12. Click Next. 

 
Screenshot 10 - Review scheduled scan job 

13. (Optional) Click on Configuring alerting optionsé and specify 
sender/recipient details. 
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Screenshot 11 - Scheduled Scans Reporting options 

14. (Optional) Click on Configure scheduled scan reporting 
optionsé to configure scheduled scans reporting.  

a. Specify whether scan results are saved as HTML or XML 

b. Click on Results Notification tab and select: 

o Full Scan ï to include all data collected during the scheduled 
scan. 

o Results Comparison ï to create a report which lists only the 
differences (if any) identified between the last scheduled scan 
results and the preceding one.  

15. Click OK to finalize your settings.  

16. Click Finish to finalize your configuration. 

17. All new scheduled scans are by default disabled. To enable select 

Configuration Ʒ Scheduled Scans and click on the . 

NOTE: For more information on Scheduled Scans refer to the 
Scheduled Scans section in this manual. 
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Screenshot 12 - Scheduled scan status 

18. Confirm that the new scheduled scan has been successfully set by 
clicking on Dashboard Ʒ Scheduled Operations. New scheduled 
scan should be listed in the queue. 

For more information on how scheduled scans can be monitored 
please, refer to Monitoring scheduled activity 
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3.  Step 2: Analyzing the security scan 
results 

3.1  Introduction 

The most important thing following a network security scan is 
identifying which areas and systems require your immediate attention. 
This is achieved by analyzing and correctly interpreting the information 
collected and generated during a network security scan.  

3.2  Scan summary 

Upon completing a scan, GFI LANguard immediately displays a scan 
summary that graphically displays the vulnerability level of the 
scanned computer or a combined interpretation of the scan results 
obtained following a network scan. 

 
Screenshot 13 - Scan summary 



 

18 ¶ Step 2: Analyzing the security scan results GFI LANguard 9 user manual 

3.3  Vulnerability level rating 

The vulnerability level is a rating given by GFI LANguard to each 
computer after it has been scanned. This rating indicates the 
vulnerability level of a computer/network, depending on the number 
and type of vulnerabilities and/or missing patches found.  

 
Screenshot 14 - Vulnerability level meter 

A high vulnerability level is a result of vulnerabilities and/or missing 
patches whose average severity is categorized as high.  

When a number of computers are scanned in a single audit session, a 
measurement of the global vulnerability level is based on a weighted 
sum of the vulnerabilities detected on the computers scanned.  

Vulnerability level is indicated using color-coded graphical bar. A red 
color-code indicates a high vulnerability level, whilst a green color-
code indicates a low vulnerability level. 

3.4  Detailed scan results  

Click on the Analyze tab to access a more detailed list of 
vulnerabilities. 

 
Screenshot 15 ï Detailed scan results 

Information in result pane 

  
Scan target node: Displays information related to scan targets in 

terms of, scan range and whether scan result was retrieved from 

database. 

  
Scan computer node: Displays information related to the scanned 

computer. Indicates if scan was successful and shows OS details. 



 

GFI LANguard 9 user manual Step 2: Analyzing the security scan results ¶ 19 

  
Scan details node: Displays information related to the scan 

performed on target computer including vulnerabilities found, system 

patching status, etc. 

 
Scan results details: Displays the details of the scan results. This 

includes vulnerability or missing patch name, level of 

patch/vulnerability, detailed vulnerability/missing patch details, 

connected device information, etc. 

Expand the Scanned computers node to access the results retrieved 
during the scan. Security scan results are organized in 2 sub-nodes 
tagged as:  

¶ Vulnerability Assessment 

¶ Network & Software Audit 

3.5  Detailed scan results: Vulnerability assessment 

 
Screenshot 16 - The Vulnerability Assessment node 

Click on any Vulnerability Assessment node to view the security 
vulnerabilities identified on the target computer grouped by type and 
severity as follows:  

¶ High Security Vulnerabilities 

¶ Low Security Vulnerabilities 

¶ Potential vulnerabilities 

¶ Missing Service Packs 

¶ Missing Patches 

3.5.1  High/Med/Low Security vulnerabilities 

Click on the  High Security Vulnerabilities or  Low Security 
Vulnerabilities sub-nodes for a list of weaknesses discovered while 
probing a target device. These vulnerabilities are organized into the 
following groups: 

 

Group Description 

Mail, FTP, RPC, 

DNS and 

Miscellaneous 

Lists vulnerabilities discovered on FTP servers, DNS servers, and 

SMTP/POP3/IMAP mail servers. Links to Microsoft Knowledge 

Base articles or other support documentation are provided. 

Web Lists vulnerabilities discovered on web servers (such as 

misconfiguration issues). Supported web servers include Apache, 

Netscape, and Microsoft I.I.S.  
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Services Lists vulnerabilities discovered in active services as well as the list 

of unused accounts that are still active and accessible on scanned 

targets. 

Registry Lists vulnerabilities discovered in the registry settings of a 

scanned network device. Links to support documentation and 

short vulnerability descriptions are provided. 

Software Lists vulnerabilities found in software installed on the scanned 

network device(s). Links to supporting documentation and short 

vulnerability descriptions are provided.  

Rootkit Lists vulnerabilities discovered because of having a rootkit 

installed on the scanned network device(s). Links to supporting 

documentation and short vulnerability descriptions are provided. 

3.5.2  Potential vulnerabilities 

Click on the  Potential vulnerabilities sub-node to view scan result 
items that were classified as possible network weaknesses. Although 
not classified as vulnerabilities, these scan result entries still require 
meticulous attention since malicious users can exploit them during 
malicious activity. 

E.g. during vulnerability scanning GFI LANguard will enumerate all of 
the modems that are installed and configured on the target computer. 
If unused these modems are of no threat to your network, however if 
connected to a telephone line these modems can be used to gain 
unauthorized and unmonitored access to the Internet. This means that 
users can bypass corporate perimeter security including firewalls, anti-
virus, website rating and web content blocking exposing the corporate 
IT infrastructure to a multitude of threats including hacker attacks. GFI 
LANguard considers installed modems as possible threats and 
enumerates them in the Potential Vulnerabilities sub-node.  

3.5.3  Missing Service Packs/Patches 

Click on the  Missing Service Packs or  Missing Patches sub-
node respectively to check which Microsoft software updates or 
patches are missing. 

NOTE: GFI LANguard can identify missing service packs and patches 
on various Microsoft products. For a complete list of supported 
products visit: http://kbase.gfi.com/showarticle.asp?id=KBID002573   

Bulletin information 

To access bulletin information, right-click on the respective service 
pack and select More details Ʒ Bulletin Info. 

http://kbase.gfi.com/showarticle.asp?id=KBID002573
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Screenshot 17 - Missing Service pack: Bulletin info dialog  

3.6  Detailed scan results: Network & Software Audit 

 
Screenshot 18 - The network and software audit node 

Expand the Network & Software Audit node to view security 
vulnerabilities identified on scanned targets. Here, vulnerabilities are 
grouped by type and severity as follows:  

¶ System Patching Status 

¶ Ports 

¶ Hardware 

¶ Software 

¶ System Information 

 

Category Information  

 Fast response 

 Medium Response 

 Slow response 

NOTE: The first icon indicates that the scan is queued, while the 
second icon indicates that the scan is in progress.
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3.6.1   System patching status 

Expand System Patching Status sub-node to access Information on: 

¶ Missing Patches ï List of missing Microsoft Patches 

¶ Missing Service Packs ï List of missing Microsoft Service Packs 

¶ Installed Patches ï List of installed Microsoft Patches 

¶ Installed Service Packs ï List of installed Microsoft Service Packs. 

3.6.2   Ports 

Expand the Ports sub-node to view all TCP and UDP ports detected 
during a scan. When a commonly exploited port is found open, GFI 
LANguard will mark it in red. Care is to be taken, as even if a port 
shows up in red, it does not mean that it is 100% a backdoor program. 
Nowadays with the array of software being released, it is becoming 
more common that a valid program uses the same ports as some 
known Trojans.  

Further to detecting if, the port is open or not, GFI LANguard uses 
service fingerprint technology to analyze the service(s) that are 
running behind the detected open port(s). Through service 
fingerprinting you can ensure that no hijack operation has taken place 
on that port. For example, you can verify that behind port 21 of a 
particular target computer there is an FTP server running and not an 
HTTP server.  

3.6.3   Hardware 

Expand the Hardware sub-node to view a hardware audit categorized 
as follows: 

 

Category Information provided 

 Network Devices  

(Physical, Virtual, Wireless,  

Software enumerated devices) 

¶ MAC address 

¶ IP address 

¶ Device type 

¶ Vendor 

¶ Hostname 

¶ DHCP Set 

¶ DNS Server 

¶ Status 

 USB Devices ¶ Device name 

¶ Description 

¶ Manufacturer 

 Local Drives ¶ Drive letter 

¶ Total disk space 

¶ Available disk space 

 Processors ¶ Vendor 

¶ Processor speed  
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 Motherboard ¶ Product name 

¶ Manufacturer 

¶ Version 

¶ BIOS name 

¶ BIOS vendor 

¶ BIOS version 

¶ BIOS release date 

¶ BIOS Serial Number 

 Memory details ¶ Physical memory 

¶ Free physical memory 

¶ Virtual memory 

¶ Free virtual memory 

 Storage details ¶ Description 

¶ Manufacturer 

¶ Interface type 

¶ Media type 

¶ Partitions 

¶ Size 

¶ Drive(s) 

 Display adapters ¶ Manufacturer 

¶ Monitor 

¶ Current video mode 

 Other devices ¶ HID 

¶ System devices 

¶ Keyboard 

¶ Ports (COM & LPT ports) 

¶ Floppy disk controllers 

¶ Mouse 

¶ Multimedia 

¶ Hard disk controllers 

¶ Computer 

¶ Storage volumes 

¶ SCSI and RAID controllers 

¶ Storage Volume Snapshots 

3.6.4   Software 

Expand the Software sub-node to access software audit categories: 

 

Category Information provided 

 General Applications ¶ Application name 

¶ Version 

¶ Publisher 

 Antivirus Applications ¶ Application name 

¶ Real-time protection 

¶ Up-to-date 

¶ Last update 

¶ Version 

¶ Publisher 
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3.6.5   System Information 

Expand the System Information sub-node to access OS information 
grouped as follows: 

Category Information Provided Helps to identify 

 Shares 

 

¶ Share name 

¶ Share remark (extra 

details on the share)  

¶ Folder which is being 

shared on the target 

computer 

¶ Share permissions and 

access rights 

¶ NTFS permissions and 

access rights. 

Users sharing entire 

hard-drives, shares that 

have weak or incorrectly 

configured access 

permissions. 

Startup folders, and 

similar system files, that 

are accessible by 

unauthorized users, or 

through user accounts, 

that do not have 

administrator privileges, 

but are allowed to 

execute code on target 

computers.  

Unnecessary or unused 

shares.  

 Password 

Policy 

 

¶ Minimum password length 

¶ Maximum password 

length 

¶ Minimum password age 

¶ Force logoff 

¶ Password history 

Incorrectly configured 

lockout control  

Password strength 

enforcement policies 

 Security 

Audit Policy 

 

¶ Audit account logon 

events 

¶ Audit account 

management 

¶ Audit directory service 

access 

¶ Audit logon events 

¶ And moreé 

Security holes or 

breaches 

 Registry ¶ Registered owner 

¶ Registered organization 

¶ Product name 

¶ Current build number 

Hardware and software 

settings such as which 

drivers and applications 

will be automatically 

launched at system 

startup 

 NETBIOS 

Names 

¶ Workstation service 

¶ Domain name 

¶ Domain controllers 

¶ File server service 

Rogue computers and  

Wrong configurations 
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 Computer ¶ MAC address 

¶ Time to live (TIL) 

¶ Network role 

¶ Domain 

Rogue computers and 

Wrong configurations 

 Groups ¶ Account operators 

¶ Administrators 

¶ Backup operations 

¶ Guests 

Wrong configurations 

and security flaws due 

to rogue or obsolete 

user groups 

 Users ¶ Full name 

¶ Privilege 

¶ Flags 

¶ Login 

Rogue, obsolete or 

default user accounts 

 Logged On 

Users 

¶ List of logged on users Authorized and 

unauthorized users 

currently logged on 

computers 

Sessions ¶ Lists hosts remotely 

connected to the target 

computer during 

scanning, 

Authorized and 

unauthorized remote 

connections 

 Services ¶ List of active services Rogue or malicious 

processes; redundant 

services 

 Processes ¶ List of active processes Rogue or malicious 

processes 

 Remote 

TOD (time of 

day) 

¶ Time of remote 

workstation, server or 

laptop. 

Time inconsistencies 

and regional settings 

Wrong configurations 
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 Security audit policy 

An important part of any security plan is the ability to monitor and audit 
events happening on your network. These event logs are frequently 
referenced in order to identify security holes or breaches. Identifying 
attempts and preventing them from becoming successful breaches of 
your system security is critical. In Windows, you can use óGroup 
Policiesô to set up an audit policy that can track user activities or 
system events in specific logs.  

In order to help you keep track of your systemôs auditing policy GFI 
LANguard collects the security audit policy settings from scanned 
target computers and includes in the scan results. This information is 
accessed by click on the  Security Audit Policy sub-node.  

Apart from gaining knowledge on the current audit policy settings, you 
can also use GFI LANguard to access and modify the audit policy 
settings of your target computers. To achieve this: 

1. From the Scanned Computers (middle) pane, right-click on the 
respective target computer and select Enable auditing on Ʒ This 
computer/Selected computers/All computers. 

 
Screenshot 19 - The audit policy administration wizard 

2. Select/unselect auditing policies accordingly, and click Next to 
deploy the audit policy configuration settings, on the target 
computer(s). 
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Screenshot 20 - Results dialog in audit policy wizard  

3. At this stage, a dialog will show whether the deployment of audit 
policy settings was successful or not. You can choose to re-deploy 
settings on failed computers by clicking on the Back button. To 
proceed to the next stage click Next. 

4. Click Finish to finalize your configuration. 

 Groups/users 

Rogue, obsolete or default user accounts can be exploited by 
malicious or unauthorized users to gain access to restricted areas of 
your IT infrastructure. The óGuestô account for example is just one 
example of commonly exploited accounts ï reason being that more 
often than not, this account is left configured within a system and even 
worse without changing the default password settings. Malicious users 
have developed applications, which can automatically re-enable the 
óGuestô account and grant it administrative rights; Empowering users 
to gain access to sensitive areas of the corporate IT infrastructure. 

GFI LANguard collects information on all user accounts and user 
groups currently enabled on scanned targets. This information is 
organized in the scan results under two separated nodes. To access 
the list of user accounts identified during on a target computer, click 

on the  Users sub-node. Use the information enumerated in this 
sub-node to inspect the access privileges assigned to each user 
account. To gain access to the list of user-groups configured on a 

target computer, click on the  Groups sub-node. 

NOTE: Users should not use local accounts to log on to a network 
computer. For better security, users should log on to network 
computers using a óDomainô or an óActive Directoryô account.  
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 Sessions 

Click on the  Sessions sub-node to access the list of hosts that 
were remotely connected to the target computer during scanning.  

NOTE: The information enumerated in this sub-node also includes the 
remote connection details of the scanning session just performed by 
GFI LANguard i.e. the IP of the computer that is running GFI 
LANguard, the logon credentials, etc. 

 Services  

Active services can be a potential security weak spot in your network 
system. Any of these services can be a Trojan, a viruses or another 
type of malware, which can seriously affect your system in a 
dangerous way. Furthermore, unnecessary applications and services 
that are left running on a system consume valuable system resources. 

During the scanning process, GFI LANguard enumerates all services 
running on a target computer for you to analyze. This way you can 
identify which services must be stopped. Further to the freeing up of 
resources, this exercise automatically hardens your network by 
reducing the entry points through which an attacker can penetrate into 
your system. To access the list of services enumerated during a scan, 

click on the  Services sub-node.  

 Processes 

Click on the  Processes sub-node to access the list of processes 
that were running on the target computer during a scan. 

 Remote time of day 

Click on the  Remote TOD (time of the day) sub-node to view the 
network time that was read from the target computer during the scan. 
This time is generally set on network computers by the respective 
domain controller. 

3.7  Displaying and sorting scan categories  

GFI LANguard provides you with the ability to hone down and sort 
available scan categories and scanned computers. This allows you to 
focus on specific data that might require your attention in more detail 
without getting lost in other data that might not be relevant at that point 
in time. 
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Screenshot 21- Customize view 

To customize and sort the list of scan results: 

1. Under Common Tasks in the left panel, click on Customize scan 
results viewé 

2. From the View tab select which scan categories you want to show 
or hide. Click Apply to save setting. 

3. Click on the Sorting tab and set your sorting preferences. Click OK 
to finalize your configuration.



 

30 ¶ Step 2: Analyzing the security scan results GFI LANguard 9 user manual 

3.7.1  Loading saved scan results from database 

 
Screenshot 22 - Reloaded scan results 

By default, saved scan results are stored in a database. GFI 
LANguard stores the results data of the last 10 scans performed per 
scanning profile.  

NOTE: You can configure the number of scan results that are stored 
in a database file. For more information, refer to the Database 
maintenance options section in this manual. 

To load saved scan results from the database backend or from an 
XML files:  

1. Click on the Analyze Ʒ Scan Results. 

2. Under Common Tasks in the left pane, click Load scan results 
from database. 

3.8  Saving scan results 

Scan results are an invaluable source of information for systems 
administrators. GFI LANguard results are stored in a MS-SQL Server 
or an MS-Access database. In addition, scan results can also be 
exported to XML.  

3.8.1  Saving scan results to XML file 

To save scan results to XML file:  

1. Go to Network Audit Ʒ Analyze. 

2. Launch a new scan or click on load the saved scan result from 
database to load the results you want to export to XML. 

3. Click on Save scan results to XML fileé and specify XML file 
where results will be saved.  

4. Click Save to finalize your configuration.



 

GFI LANguard 9 user manual Step 2: Analyzing the security scan results ¶ 31 

3.8.2  Loading saved scan results from XML 

To load saved scan results from an XML file:  

1. Click on the Analyze Ʒ Scan Results. 

2. Under Common Tasks in the left pane, click Load saved scan 
results from XML. 

3. Locate the scan results to load and click OK.  

3.9  Scan filters 

Scan results typically present a substantial amount of information. You 
might however at times require only specific information to achieve a 
particular targets - such as for example, identifying only which patches 
are missing in your system.  

 
Screenshot 23 - Scan filter nodes  

GFI LANguard ships with a default set of scan result filters that allow 
you to sift scan results data and display only the relevant information. 
Scan filters are organized in three categories: 

¶ Complete Scans 

¶ Vulnerability Assessment 

¶ Network & Software Audit 


